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1. Introduction

On Thursday, August 14, 2003 at approximately 4:11 PM Eastern Daylight Time (EDT), large
portions of the electric power system serving the northeastern United States and Canada suffered a
series of rapidly cascading power outages. This resulted in a blackout of approximately 61,800 MW
of customer load affecting some 50 million people, making this event the largest single electricity
outage in North American history (ref. http://www.nerc.com/~filez/blackout.html). For only the
second time in the history of the Province, the Government of Ontario declared a provincial
emergency that wasin place for nine days, from August 14 through August 22.

Given the magnitude and impact of this event, a number of investigations have been initiated by the
electricity industry and governments in the United States and Canada to determine the cause of the
blackout, minimize the likelihood of arecurrence and review the effectiveness of restoring the
electricity supply.

On September 22, 2003 the Emergency Preparedness Task Force (EPTF), chaired by the IMO’s Chief
Operating Officer, established a Restoration Working Group chaired by the IMO’s Manager —
Emergency Preparedness. The objective of the Restoration Working Group wasto review the facts
surrounding the restoration of the IMO controlled grid and emergency response activities following
the August 14 blackout, and to assess the effectiveness of the Ontario Restoration Plan and of
Restoration Plan Participants’ efforts. This report provides the Restoration Working Group’'s
deliverables.

1.1 Purpose

Thisreport provides an overview of the objectives and priorities of the Ontario Power System
Restoration Plan (OPSRP), describes key actions undertaken to restore the IMO-controlled grid to
normal operation following the blackout and identifies opportunities for improvement as a result of
lessons-learned.

In preparing this report, the IMO wishes to acknowledge the contribution of the Restoration Plan
Participants identified in Section 1.3 who participated in this assessment by sharing the facts
surrounding the restoration activities, and identifying opportunities for improvement.

Thisreport isintended to support the efforts of all Restoration Plan Participants to improve their
emergency plans as required by Chapter 5, Section 11 of the Market Rules for the Ontario Electricity
Market.

1.2 Scope

This report focuses on the blackout period and subsequent restoration. The cause(s) of the blackout
are beyond the scope of this report but are extensively covered in the Joint US-Canada Power System
Outage Task Force Interim Report (ref http://www.nrcan-rncan.gc.ca/media/docs/reports_e.htm).
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1. Introduction

1.3

1.4

Restoration Working Group Participants

Organization

Role

Independent Electricity Market Operator (IMO)

Market Operator

Ministry of Energy Government
Bruce Power Generator
Northland Power Generator
Ontario Power Generation Generator
Trans Canada Energy Generator

Great L akes Power

Generator, Transmitter

Canadian Niagara Power

Transmitter

Hydro One Networks Transmitter, Distributor
Cambridge North Dumfries Hydro Distributor

ENWIN Power Lines Distributor

Hydro One — Brampton Distributor

Kitchener-Wilmot Hydro Distributor

Richmond Hill Hydro Distributor

Toronto Hydro Distributor

Vaughan Hydro Distributor

Abitibi Consolidated Connected Wholesale Customer
Falconbridge Ltd Connected Wholesale Customer
Spruce FalsInc. Connected Wholesale Customer

How this Document is Organized

Sections 1 through 5 of this report briefly describe the events leading up to the blackout, the
restoration process and identify lessons-learned from Ontario’ s restoration. Section 6 identifies how
these recommendations will be addressed.

—End of Section —
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2. Executive Summary

At 4 o' clock in the afternoon on August 14, al power system and weather conditions in Ontario were
normal and there was no advance warning or indication of unusual power system conditions outside
Ontario. At 4:11 PM EDT, apower system disturbance originating in Ohio cascaded across much of
northeastern North America causing a widespread blackout. In terms of the number of people
affected, the August 14, 2003 blackout was the largest power system outage in North American
history. The impact on Ontario was particularly acute, resulting in aload loss of about 23,000 MW
out of an expected peak for that day of 24,400 MW.

Itis clear from the Canada—U.S. Power System Outage Task Force's Interim Report that the August
14 blackout was not caused by eventsin Ontario, nor could the IMO have prevented the severity of
the event. The blackout was the result of a cascading outage that began in Ohio as aresult of a
number of deficienciesin specific practices, equipment and human decisions that occurred earlier in
the afternoon of August 14.

Asaresult of the blackout, the IMO suspended the Ontario e ectricity market and implemented the
Ontario Power System Restoration Plan (OPSRP). Much of the IMO-controlled grid was restored
within about 13 hours, and most customers were re-connected within about 30 hours. However, it
became evident that insufficient generation capacity would be available through much of the
following week. The Government of Ontario declared a Provincia emergency on Thursday evening
and on Sunday requested that al Ontario residential, commercial and industrial consumers reduce
their energy consumption by 50%.

The scope of the blackout was similar to emergency exercise scenarios played-out during IMO-
coordinated restoration exercises conducted in eastern Ontario in 2001, and Western Ontario in 2002.
However, thiswasthefirst time, smulated or real, that with the exception of those in northwestern
Ontario, al the 85 Restoration Plan Participants were involved in restoring the IMO-controlled grid.
Both Michigan and New Y ork, two of the largest systems that Ontario exchanges electricity with,
were aso significantly blacked out. Considering the scale of the blackout, the unknown cause, and
uncertain conditions immediately following the blackout, the objectives of the Ontario Power System
Restoration Plan to restore the IMO controlled grid were successfully achieved through the co-
operation of the Restoration Plan Participants. The Restoration Plan is a strategic plan intended to be
effective through any contingency event, regardless of circumstances. The blackout demonstrated that
the Plan was fundamentally sound. The RestorationWorking Group assessed that the Ontario grid was
restored safely and in atimely manner, recognizing the severity of the blackout and the challenges
encountered.

Aswould be expected for an event of this magnitude, there is opportunity for improvement in a
number of areas. Some improvements are related to the planning process itself, but most relate to
improving the capability of the Restoration Plan Participants to implement the plansin an effective
and timely manner.

Success through Co-operation

In spite of the many challenges during restoration, throughout the entire emergency there was
excellent co-operation amongst Restoration Plan Participants who took the necessary actionsand in
many cases displayed perseverance and ingenuity under trying circumstances. Although some delays
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2. Executive Summary

were encountered as obstacles were identified and overcome, at no time were errors made that
resulted in further system collapse, caused equipment damage or jeopardized employee or public
safety.

The IMO also acknowl edges the assistance and cooperation of Ontario’ s inter-connected neighbours
who hel ped mitigate the capacity and energy emergency during the days following the restoration of
Ontario’ sintegrated power system.

The Market Rulesfor the Ontario Electricity Market require that all Market Participants, including
Restoration Plan Participants, review their emergency preparedness plans annually, and submit these
revised plans to the IMO for review (Chapter 5, Section 11). In light of our experiences as aresult of
the August 14, 2003 blackout, the IM O anticipates reviewing these revised plans which would be
expected to identify actions underway to improve emergency response capability. In addition, the
IMO looks forward to continuing to work with Market Participants to conduct restoration training and
exercises. As Dave Goulding, President & CEO of the IMO noted in his testimony before the U.S.
House of Representatives Committee on Energy and Commerce shortly after the blackout:

“We confirmed that maintaining a well-documented restoration plan, supported by
training and rehearsals involving the IMO, market participants and government, was
and will continue to be a key investment.”

Of the findings identified by the Restoration Working Group, four findings are substantive.

1. Unavailability of Key Facilities

At severa key facilities, backup battery or emergency generator power supplies failed after a period
of time, causing loss of critical grid monitoring or control capability at many transmission stations
across Ontario. This delayed restoration until staff arrived at the affected facilities to manually
operate equipment.

2. Delay in Opening Breakers

More than 2,000 circuit breakers needed to be opened immediately after the blackout occurred. There
were instances where Restoration Plan Participants did not independently open circuit breakers as
soon as possible upon loss of grid potential, as required by the OPSRP. This delayed the restoration
process while the Restoration Plan Participants were contacted to request or confirm that the breaker
was opened, or while the planned restoration of a given path was halted until remote facilities could
be staffed.

3. Operational Communications

Recognizing that literally thousands of individual contacts were required to direct the restoration
sequence, there were many instances where more timely or effective communications would have
reduced restoration time. Restoration Plan Participants are required to contact the IMO immediately
in the event of a contingency, and initialy this resulted in a deluge of callsinto the IMO'’s operations
centre. Under these conditions, the IMO would have benefited from improved telecommunications
capability such as call prioritization and more flexible tel econferencing capability. In addition, some
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August 2003 Blackout - Restoration Evaluation Report 2. Executive Summary

participants could not be contacted by the IMO as they too had difficulty with the frequency and
magnitude of the callsthey had to manage.

4. Priority Loads and Load Shedding

Through the restoration process, it became clear that available generation would be inadequate for at
least several days, and controlled rotationa 1oad shedding would have to be implemented to meet
normal demands. Although the load shedding process was implemented successfully, there were
some instances where priority health and safety and environmentally-impactive loads were either not
identified as exemptions in the pre-determined load cut schedules, or emerged to become a priority
due to the duration of the outage. This necessitated many changes to load-shedding schedules during
the period of emergency.

—End of Section —
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3. Background

3. Background

3.1 Pre-Blackout Power System Conditions

Immediately prior to the blackout, the IMO controlled grid was in anormal operating state with a
seasonably warm temperature of 31 degrees Celsius and an Ontario demand of 24,050 MW. A peak
demand of 24,400 MW was forecast for |ater that day. Scheduled imports were well below the
approximately 4,000 MW import capability. Some equipment was out of service on planned outages.
These conditions were not unusual and not extreme compared with conditions experienced on many
other similar days during the summers of 2002 and 2003.

All flows on the transmission system were within their respective operating security limits
including their circuit continuous thermal ratings;

Transmission system voltage levels were within their acceptable ranges including the reactive
power output of generating units;

All operating reserve criteriawere being met;

Sufficient resources were scheduled to meet the demand and operating reserve obligations for the
evening peak; and

Scheduled imports and actual flows were well within the capabilities of the interconnections with
no transmission loading relief procedures in effect to reduce any interface flows (ref. Figure 1 —
Interchange Flows).

Figure 1 —Interchange Flowsat 16:06 EDT
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3. Background

3.2 Post-Blackout Power System Conditions

The sequence of events that caused the blackout are available on the NERC and IMO websites.
Additional information will become available as the Joint Canada/US Task Force on the Power
Outage compl etes its work.

NERC'’ s Sequence of Events:
http://ww.nerc.com/~filez/blackout.html

IMO’s [Ontario] Sequence of Events:
http://www.thei mo.com/imoweb/pubs/pressRel eases/pr powerRestorationM il estones.pdf

The following figures illustrate the extent of the blackout geographically and electricaly.
Figure 2 — Geographic Depiction of the Affected Areain Ontario
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3. Background

Immediately after the system collapse at 4:11 pm EDT, most of Ontario was blacked-out
with the exception of northwestern Ontario and several small islands of load and generation.
Northwestern Ontario load and generation was unaffected by the blackout, but the
transmission to the rest of Ontario was automatically disconnected. Most generating facilities
in the rest of Ontario tripped off-line as protective equipment operated. Generating facilities
at each end of Lake Ontario remained connected to Ontario and New Y ork load. About 1,200
MW of Ontario load remained supplied with electricity, most of it in northwestern Ontario.
Figure 3 illustrates conditions immediately after the blackout.

Figure 3 —Blackout Area and Surviving Electrical 1slands

North West Separation:
800 MW of load
480 MW of generation
Northwest Ontario remains
attached
to Manitoba and Minnesota

Smoky Falls genexation:

Ontario load

Island #3
DesJoachims generation:
20 MW Ontario load

Island #1
Saunders generation: 40 MW of
Ontario load, 680 MW New York load

Ontario separates
from Michigan

Island #2

Beck 1 & Beck 2 generation:
300 MW Ontario load

900 MW New York load

It is later confirmed that these
2 islands are connected through
the New York system.
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4. The Restoration Process

4.1 Restoration Priorities

The overall objective of the Ontario Power System Restoration Plan (OPSRP) isto regain areliable
integrated power system by restoring the IMO-controlled grid to the maximum extent and as quickly
aspossible.

Throughout the restoration process, voltage and frequency must be carefully managed so as not to

adversdly affect customer and power system equipment. It is aso important that, during each of the
many sequential steps required to restore the system, the likelihood of further collapse is minimized.

The priorities of the Restoration Plan are:

1) Restoration of power-system-supplied Class IV AC power to al nuclear sites connected to the IMO-
controlled grid as soon as possible to maintain the integrity of nuclear units, and to make them available as
soon as possible to assist in subsequent restoration of the power system.

2) Restoration of power-system-supplied AC power to critical transmission station and generating station
service loads that supply equipment necessary to facilitate the rapid restoration of the power system.

3) Restoration of power-system-supplied AC power to critical utility-owned telecommunications facilities
throughout the province.

4) Restoration of customer loads to the extent necessary to control voltages and secure operating generation
units during the early stages of system restoration.

5) Synchronization of stable and balanced islands of generation and load with other parts of the IMO-
controlled grid, or to adjacent power systems, at the earliest opportunity in a controlled fashion.

These priorities were appropriately and successfully maintained throughout the restoration process, in
spite of many changing conditions.

4.2 Restoration Activities

After the collapse of the IMO-controlled grid, the IMO’ simmediate attention was given to
determining the extent of the disturbance and implementing the objectives and priorities of the
Ontario Power System Restoration Plan. The IMO-controlled grid was found to consist of five
relatively small electrical islands of load and generation:

an island of approximately 720 MW of Saunders generation carrying 40 MW of Ontario load
with the rest supplying New York in anisland;

Beck 1 & 2 generation serving 300 MW of Ontario load and providing 900 MW to New York in
anisland;

Issue 1.0 — February 20, 2004 Public 9



4. The Restoration Process

generation and load in Northwestern Ontario (west of Wawa) which remained attached to the
Manitoba and Minnesota systems;

30 MW load at Spruce Falls supplied by Smoky Falls generating units; and
20 MW of Des Joachims generating units and local 10ad.

Several restoration paths were identified and IMO system operators were assigned to direct the
restoration of each path simultaneously and independently, by building on surviving electrical islands
and re-starting generators. The following objectives were initiated.

Secure Northwestern Ontario to maintain it as operationally viable and reliable by decreasing
the flow into Ontario below protective relaying settings, and increasing generation in
Northwestern Ontario.

The numbered paths below are for naming purposes only and do not indicate restoration
priority or sequence.

Restoration from the Niagara Area
Path 1A — Beck to Bruce, Nanticoke, Burlington
Path 1B — Burlington to Pickering

Restoration from the Cornwall Area
Path 2 — St. Lawrence to Lennox, Darlington, Pickering

Restoration from the Chats Falls Area
Path 3 — Chat Fallsre-start to Pickering, East/West parallel

Restoration from the Northeastern Ontario Area
Path 4 — North of Timmins to Southern Ontario

Figure 4 — Restoration Paths

MAJOR 500KV and 230KV
LINE ROUTES and STATICNG

A

g

CMEW YORK
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August 2003 Blackout - Restoration Evaluation Report 4. The Restoration Process

Progress along each of the major restoration paths proceeded independently of each other. Initidly,
during the first stage of restoration, progress in southern Ontario was impeded by uncertain system
conditionsin theisland that primarily included upstate New Y ork. This delay in turn impacted time-
limited stored energy systems (such as battery backup systems) in Ontario, which in some casesran
out prematurely causing critical equipment to become unavailable as restoration proceeded. This
along with other factors forced many changes to the restoration paths, or halted restoration altogether
in a particular direction.

While maintaining the overall restoration strategy, IMO operators needed to identify changing
conditions and continually assess restoration path alternatives. As an example, when it became
apparent that the restoration from Saunders GS (Path 2) would be delayed due to equipment
difficultiesin the path, the IMO halted Chats Falls GS restoration towards Saunders (Chats Falls
resources were intended to augment Saunders generation capability). Restoration Path 3 was then
initiated from Chats Falls and re-directed to Cherrywood. Coincident with this change, IMO
operators re-directed Saunders Path 2 to proceed to Darlington viathe Lennox switchyard, utilizing
the 500 kV transmission system instead of the 230 kV system to reach Cherrywood.

Ontario’s Basic Minimum Power System was re-established at 05:20 EDT August 15, 13 hoursand 9
minutes after the blackout with the paralleling of the Ontario East and West Systems at Wawa. Asa
result of alack of information regarding the cause of the blackout and uncertain system conditions,
the IMO and Michigan system operators mutually agreed not to re-connect their systems until
systems studies engineers could fully assess the situation. This was completed and the Ontario-
Michigan interconnection was re-established on August 17 at 19:46 EDT.

Restoration of the IMO-controlled grid with the exception of the Ontario - Michigan interconnections
was completed at 18:26 EDT August 15, with the re-establishment of the Ontario — Quebec St.
Lawrence Interconnections, 26 hours and 16 minutes after the blackout.

Therestoration of Great Lake Power’s (GLP) transmission system was undertaken by GL P operating
personnel with the IMO'’s concurrence. GLP restored their transmission system into three electrical
islands awaiting the IMO’ s direction to synchronize to the rest of the IMO-controlled grid. Thiswas
enabled by the independent action of a GLP maintenance crew in isolating a generating station from
their transmission system and re-starting a generator to supply plant station service before governor
pressure had decayed to an unacceptable level.

Restoration milestones for each restoration path are published on the IMO' s web site at:
http://www.thei mo.com/imoweb/pubs/pressRel eases/pr powerRestorationM il estones.pdf

4.3 Nine Days of Emergency Operation

The blackout caused most Ontario generators to trip off-line. Many generators were re-started and all
connected |oad was restored within the first 26 hours as grid supply became available. Thistimely
restoration mitigated the immediate concern for public health and safety. However, even with grid
supply restored, as aresult of the initial trip, some generators could not return to service for severa
days until equipment was made ready to return to reliable service. The resulting generation shortage
aggravated the already tight supply situation in Ontario. With hot weather forecast for the following
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4. The Restoration Process

week, and with electricity supply assistance from Ontario’s neighbours uncertain, it became apparent
that it would be some days before adequate generating capacity would be available to supply

Ontario’s normal demand for electricity. Therefore, system restoration and operations efforts strived
to maximize available generation.

On August 14, the emergency generators (approx. 250 MW) contracted by OEFC were started and at
the IMO’ srequest, operated beyond their 4-hour daily limit.

Late Thursday and into Friday with the restoration continuing and the IMO still in an EEA3 (NERC-
defined Energy Emergency Alert - Level 3), several hydroelectric & thermal generators were
synchronized, and three Bruce Power and one OPG Darlington nuclear units were loaded. Imports
were maximized while the inter-ties with Michigan remained opened. On Friday, al transmission,
except the Michigan ties were restored by 18:26. Through rotational 1oad shedding, loads served by
distributors were restricted to approximately 75% of normal until 22:40 when al loads were restored.
A 5% voltage reduction remained in effect. Peak load reached 16,652 MW by 22:00.

Figure5—Ontario Load — August 14-15, 2003
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On Saturday, August 16 the EEA3 was changed to an EEA2 and the 5% voltage reduction was lifted.

At apress conference on August 17 at 10:00 am EDT, the Government of Ontario issued an urgent
appeal to all consumers to reduce their use of electricity by 50% for the duration of the provincia
emergency. Figure 6 illustrates Ontario’ s actual and forecast load for August 14 - 22. The demand
response curve shows the response to customer appeals. As much as 4,000 MW of curtailment and
conservation is estimated to have occurred over the peak hour on August 19, 2003.

Additional nuclear generators at Darlington and Pickering GSs came back into service throughout the
remainder of the week and a peak demand of 20,726 MW was reached on August 21. Emergency

imports were obtained when requested and OEFC emergency generators were dispatched each day up
to and including August 21.

12
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The IMO remained in an EEA 2 state until August 22, 2003. The provincial emergency lasted for 9
days and was terminated by the Government of Ontario at 20:00 EDT on August 22. The IMO
administered market resumed operation at midnight 00:00 EST on August 23, 2003.

Figure 6 —Ontario Actual and Forecast L oad — August 14—22, 2003
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5. Overview of Findings and Recommendations

5. Overview of Findings and
Recommendations

These findings and recommendations are intended to identify opportunities to improve the ability of
Ontario’s e ectricity industry to respond to emergency events, effectively restore the power system,
and mitigate the impact on public health and safety.

5.1 Restoration Rules and Procedures

5.1.1 Summary of Findings

Restoration of alarge interconnected power system from a blackout condition isa complex and
methodical undertaking, requiring constant communication and cooperation of every market
participant. To be efficient, safe, and timely this process requires that operators adhere to established
rules, procedures and communication protocols and that facilities operate as designed.

The Ontario Power System Restoration Plan provided the strategic framework and flexibility
necessary to enable restoration through rapidly changing system conditions. This plan was
implemented successfully by competent staff with the required skills, as enhanced by regular training
and participation in integrated restoration exercises.

Immediately following the blackout there was an unprecedented volume of callsto the IMO from
market participants attempting to report as required by procedures. Particularly during the early stages
of the blackout, this volume exceeded the capability of the IMO’s communication processes and
posed a challenge to all operating staff. Similar problems also occurred with other market
participants. During the first approximately 13 hours required to restore the IMO controlled grid,
operating staff participated in thousands of conversations, including many conference calls. Problems
with communications and restoration participant problems with loss of remote monitoring and control
of facilities magnified the complexity of the process considerably. To overcome the challenges
encountered during system restoration, operators had to respond with ingenuity and flexibility. Under
these circumstances, Restoration Plan Participants are commended for their perseverance and
dedication in achieving the objectives of the restoration process.

Emergency response and operating plans were generally effective throughout the emergency. This
emergency required a number of changes to accommodate priority |oads such as hospitals, water
treatment plants and refineries. During the emergency, specia procedures had to be invoked that have
rarely been implemented in Ontario, including controlled rotational 1oad shedding, the Government of
Ontario’ s request for 50% consumption reduction, and other operating control actions. |mplementing
an effective rotation of load shedding was initialy chalenging since load was still being restored
from the blackout. Some loads such asthe TTC and water and sewage treatment plants, that were
shed according to schedules, subsequently had to be removed from schedules as they were deemed to
be critical during the emergency. Processes had to be developed to try to provide advance
notification of pending load cuts. In the face of these challenges, transmitters and distributors are to
be commended for maintaining the integrity of the controlled rotational load shedding process
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through rapidly changing system conditions, and as newly identified and changing priority loads were
identified. Many industrial and commercial customers responded to the voluntary curtailment request
and incurred substantial economic consequences.

5.1.2 Summary of Recommendations
The Restoration Working Group recommends the following actions be taken.

a. Communicate the Restoration Working Group’ s findings to all Market Participants, in order
that they may improve their own emergency planning and response capability,

b. Recognizing that the OPSRP proved to be an effective plan, enhance the OPSRP with
additional technical detailsto facilitate path restoration,

c. Review and revise processes and procedures related to rotational |oad shedding and priority
loads; specifically, recognition of loads critical to grid restoration and priority loads
impactive on public health and safety, notification processes, and load shedding while still
in the midst of restoration,

d. Consult with industriesto consider devel oping emergency load reduction guidelines to
mitigate the impact of any future prolonged energy shortfal,

e. Although not afactor during this blackout, complete efforts currently underway to provide
additional blackstart capability in Ontario.

5.2 Auxiliary Equipment and Tools

5.2.1 Summary of Findings

The electricity system in Ontario islarge and complex with facilities dispersed across al of Ontario,
often in remote areas. Thereis a significant dependency on remote monitoring and control facilities to
implement restoration actions at most sites. In physical terms, al of the following equipment is
essential to maintain the necessary functionaity: 1) SCADA (Supervisory Control and Data
Acquisition) master at the controlling centre, 2) communications channel to the remote site, and 3)
SCADA dlave at the remote site, 4) telephone voice facilities (PSTN) between the IMO, transmitters,
and Market Participants.

During a blackout, power has to be supplied to every one of the above components for them to
function. Normally thisis accomplished by batteries, which can last for only a certain period of time.
A few of the most critical facilities are backed-up with stand-by generators. Failure of any of these
components can delay restoration by causing aloss of monitoring and control capability. At almost
every remote facility, the contingency plan for failure of this equipment isto send qualified staff to
the remote location to manually operate the facilities. Unfortunately, when controls are operated
locally in this fashion, sometimes other critical facilities also become inoperable, notably synchro-
check equipment used to close breakers to synchronize islands.

During blackout conditions, operators are essentially in arace to re-energize facilities before the
batteries and other stored energy systems expire. Following the blackout on August 14, unstable
system frequency conditions caused some delays during the initial phases of restoration, requiring
Ontario and a neighbouring reliability coordinator to assess and resolve the situation. One of the
major equipment difficulties encountered was loss of SCADA monitoring and control for more than
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half of Ontario’ s transmission stations about 89 minutes into the blackout, due to failure of the
standby generator at a central control centre. The result was widespread |oss of monitoring and
control capability at these stations until staff arrived on site. This prolonged and complicated the
restoration effort.

Given the complexity and large number of componentsin the e ectricity system it is recognized that
some equipment failures will occur during a blackout of this magnitude. That said, procedures for
routine functional testing and monitoring of critical equipment need to be in place and followed and
Restoration Plan Participants need to place a higher priority on this.

5.2.2 Summary of Recommendations
The Restoration Working Group recommends the following actions be taken.

a All Restoration Plan Participants are to ensure that backup generation and/or batteries are
in-place and tested to support critical components and key facilities per the OPSRP and
NPCC Policy A-3,

b. Ensure adequate redundancy isin place to increase the avail ability of critical facilities such
as voice and data tel ecommunications and SCADA monitoring and control.

c. All market participants should review on-site fuel requirements for stand-by emergency
generators, including provision for the possibility of delaysin obtaining re-supply.

5.3 Operational Communications

5.3.1 Summary of Findings

A large volume of telephone calls were required during restoration, between the IMO and Restoration
Plan Participants, internally within Restoration Plan Participants and externally between Restoration
Plan Participants. The nature of restoration requires that the IMO and the Transmitters, along with
Restoration Plan Participants directly connected to the grid, communicate via conference call. Thus
any inability of these partiesto communicate delayed the process.

Operating communi cations were complicated by the need to determine the state of the power system
without the full assistance of automated monitoring capability in many instances. This occurred due
to partial losses of data telecommunications for an extended period of time at some critical facilities.
Therefore operators were often forced to compensate by needing to frequently confirm the status of
facilities and electrical quantities during the restoration process.

During theinitial phasesin particular, there were instances where operators could not be contacted
and some priority calls were missed or “bumped” due to volume. The process of re-establishing
dropped conference calls consumed valuable time, particularly if acritical party could not be reached.
Consequently, once ateam of participants was established in a conference call there was reluctance to
terminate the call. This meant that phones and lines were tied up at both the IMO and the
Transmitter’ s site(s), and if there was only one operator available at asite, that operator was also tied
up. Thiswas more critical at certain operating centres that operated as a hub where multiple
restoration paths converged.
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Under the circumstances, communication between operators was generally effective considering the
volume of calls and difficulties encountered as a result of other issues. In terms of opportunities for
improvement, voice telecommunications facilities, in particular call prioritization and conferencing
capabilities, need to be reviewed and improved. There were times when established operator-to-
operator terminology was not used. Also, in some instances time was wasted during the event
answering calls of a non-urgent nature, and distractions not relevant to the action at hand, were not
expeditiously dealt with.

5.3.2 Summary of Recommendations
The Restoration Working Group recommends the following actions be taken.

a. Improve voice telecommunications facilities and procedures to manage call volumes and
priorities.

b. Through training, reinforce the authorities and roles of Restoration Plan Participants and
operating communications protocols.

54 Operations

54.1 Summary of Findings

During the critical initial phase of restoration, progress was essentially halted for some time because
the frequency in the Ontario/New Y ork electrical island was far below standard, and in danger of
collapse. While it took some time for operators, both here and in New Y ork, to stabilize conditions,
thisisland was important to the subsequent restoration of Ontario.

In the period immediately following the blackout there were some instances where operators did not
follow established procedures. For example, some off-potential breakers were not independently
opened as required by the OPSRP to alow restoration to proceed rapidly. In addition, progress was
delayed because 24x7 communication coverage was not in place at certain market participant
locations that were required to operate breakers connected to the IMO-controlled grid.

In spite of all the challengesimposed by the above as well as the facility problems noted el sewhere,
operating staff accomplished the restoration objectives.

5.4.2 Summary of Recommendations

The Restoration Working Group recommends the following actions be taken.

a. Reinforce the value of the existing integrated restoration exercise program, and provide
additional training in the form of tabletop drills. Emphasize restoration priorities, including
those requiring independent action.
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5.5 Media and Public Communications

5.5.1 Summary of Findings

The magnitude of the blackout created a tremendous demand for timely and relevant information by
market participants, stakeholders, media, and the public. Throughout the emergency, the IMO
attempted to keep market participants, government and the public up-to-date on restoration

devel opments by issuing communications on an on-going basis. The Crisis Management Support
Team (CMST) provided the centra coordination to enable this information flow.

During an emergency, the CM ST provides aforum for Ontario's electricity industry participants and
stakeholders, including government, to co-ordinate emergency management initiatives, information
and response during amajor electricity emergency. The CMST is activated and operates with a
structure and responsibilities as defined in the Ontario Electricity Emergency Plan (OEEP). The IMO
chairsthe CM ST meetings.

Within minutes of the blackout, the IMO’s Chief Operating Officer activated the CMST. CMST
representatives were notified by the IMO, and the CM ST conference bridge was opened at 16:30
EDT, 19 minutesinto the blackout. The CMST conducted 30 meetings beginning at 17:00 EDT on
August 14 through to 17:30 EDT on Friday August 22.

Throughout the emergency, CM ST information was communicated to CM ST members by conference
call and the IMO'’ s secure web site. Key public messages were devel oped during the CM ST meetings,
and communicated publicly by the IMO through media releases and interviews. The IMO supported
the government’ s emergency communications by providing real-time system status updates and
responding to technical questions. Government officials have expressed satisfaction with the
information provided through this emergency, and the IMO and the CM ST can expect to be relied-
upon to provide similar or increased levels of support in future. Some market participants indicated
that the IMO did not provide enough information related to the “bigger picture”, including progress
being made at the major restoration milestones. Industry associations, notably the Association of
Magjor Power Consumers of Ontario (AMPCO), the Electricity Distributors Association (EDA) and
the Building Owners and Managers Association (BOMA) participated in the CM ST process and,
respecting confidentiality requirements, were able to communicate information to their own members.

5.5.2 Summary of Recommendations

The Restoration Working Group recommends the following actions be taken.

a. ThelMO and key industry participants should enhance their ability during an emergency to
communicate the current status and future outlook of electricity system conditions to the
public and stakeholders, including local government and emergency response officials.
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6. Next Steps

This report provides input to the Emergency Preparedness Task Force that will be used to:
Develop the EPTF s 2004 Work Plan

Identify areas of emphasisin developing future system restoration training and exercises for
the IMO and Restoration Plan Participants

Provide specific and actionable guidance to Restoration Plan Participants who are obliged
under the Market Rules (ref Chapter 5 Section 11) to conduct annual reviews of their
emergency preparedness plansin order to improve their level of preparedness.

Issue 1.0 — February 20, 2004 Public

19



"9||onjoe uoisiaA e| Jnod |eulblLio 1nayipg,| 18} NSU0D zaj|inaA "ebeAlyole,p suly sep e aido)
"UOISJaA JualIng Joj Jayslignd jeulblio }nsuod ases|d ‘sesodind aAlyole Joy AdoD



August 2003 Blackout - Restoration Evaluation Report References

References
Document Name Document 1D

NERC Sequence of Events http://www.nerc.com/~filez/blackout.html

Ontario Sequence of Events http://www.theimo.com/imoweb/news/medialtem.asp?m
edialD=764

Ontario Power System Restoration Plan http://www.thei mo.com/imoweb/EmergencyPrep/prepar
edness.asp

Ontario Electricity Emergency Plan http://www.thei mo.com/imoweb/EmergencyPrep/prepar
edness.asp

Canada—U.S. Power System Outage Task | http://www.nrcan-rncan.gc.ca/media/docs/reports_e.htm

Force' s Interim Report

—End of Document —

Issue 1.0 — February 20, 2004 Public References-1





