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Learning lessons from our performance

Following the Ontario power outage of 14 August, 2003, the
Minister of National Defence (MND) directed the Department of
National Defence (DND) to review rapidly the first responses of the
department, particularly of the Office of Critical Infrastructure and
Emergency Preparedness (OCIPEP). The purpose of the review is
to identify ways to improve future performance, particularly in the
area of public communication activities.

Lessons-learned exercises offer the opportunity to improve future
response. They are by nature forward-looking rather than
retrospective, and they focus on refining procedures. At OCIPEP,
they are standard after the organization is involved in the response
to an emergency.
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Department of National Defence roles in a civil emergency
The Minister of National Defence (MND) is designated as the
Minister Responsible for Emergency Preparedness and is
supported in this role primarily by OCIPEP. OCIPEP is the federal
entity responsible for the coordination of consequence
management by the Government of Canada in response to
emergencies. It is part of the Department of National Defence.

While the Canadian Forces (CF) structure, protocols and
capabilities are not generally intended to support the management
of civil emergencies, they do provide a support role to senior
National Defence officials and the Minister. The CF can also
provide support to domestic civil authorities when requested by
civilian authorities.

OCIPEP's role in an emergency

OCIPEP's role is one of coordination of federal response in support
of first responders to an emergency, often the local or provincial
authorities.

There are few emergencies where OCIPEP is responsible for the
management of the emergency itself. In emergencies under federal
jurisdiction, another federal department is usually the lead for crisis
management and may be supported by OCIPEP. In the case of a
provincial emergency, OCIPEP coordinates federal support to the
affected province.

OCIPEP has three roles when supporting a province leading the
response to an emergency:

. Facilitating information sharing among federal agencies and
coordinating federal support to the provincial response;

. Liaising and sharing information with provinces and the
private sector to facilitate the response,;

. Liaising and sharing information with U.S. and other national
governments where relevant.

The emergency: a major power outage
On the afternoon of Thursday, 14 August 2003, a problem in a
portion of the electrical power grid shared by Ontario and the
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Northeastern United States led to a widespread power outage
affecting Ontario and some US states. The cause of this event is
under investigation by the Canada-US Joint Task Force on the
Power Outage and is still unknown.

Ontario's major cities, including Ottawa, were blacked out for
several hours on 14-15 August resulting in a loss of power in both
the provincial and national capitals. On the evening of 14 August,
the Premier of Ontario declared a provincial state of emergency
which remained in effect for eight days. Within 24 hours, electrical
power was restored to many customers in Ontario, ending the
acute phase of the emergency, although users were asked to curb
their consumption throughout the state of emergency.

Electrical generation and distribution are within provincial
jurisdiction in Canada. As a result, Ontario was responsible for
responding to the power outage. The Government of Canada's
responsibilities were to support Ontario's lead in responding to the
power failure, and to re-establish essential federal services while at
the same time complying with Ontario's request to limit power
consumption.

DND/CF response

DND had emergency power for the National Defence Headquarters
(NDHQ) including the CF's operations center (National Defence
Command Center -- NDCC) during the emergency period.

NDCC monitored the emergency situation closely and shared
information with its US and domestic partners, including OCIPEP.
NDCC and the emergency operations center of OCIPEP are linked
electronically and were exchanging information throughout the
period. During this event, the coordination between OCIPEP and
NDCC was enhanced by assigning an OCIPEP liaison officer to
NDCC. This proved to work well.

The CF provided assistance to local authorities during the
emergency. For example, they provided generators to the Hospital
and the water treatment facility of Kingston. The CF also had other
generators and water purification equipment ready to be deployed if
requested by the province. The CF and OCIPEP kept in close
contact throughout the emergency period to ensure a coordinated
response from the Government of Canada.
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OCIPEP response

At the onset of the blackout, OCIPEP immediately implemented its
"enhanced readiness mode", concentrating its resources on
fulfilling its roles in support of Ontario, federal partners, affected
sectors and US agencies. OCIPEP remained at enhanced
readiness for the duration of the provincial state of emergency.
Enhanced readiness included assigning more staff to its
Government of Canada Emergency Operations Coordination
Centre (GEOCC) in Ottawa, immediately contacting its partner
security agencies to determine if terrorism could be the likely cause
of the outage, coordinating provincial and municipal requests for
federal assistance, and undertaking public communications
activities. OCIPEP also began sharing pertinent blackout-related
information with appropriate US agencies.

OCIPEP's back-up power generators at its headquarters building
ensured the continued availability of key tools for responding to an
emergency (e.g., e-mail, computer networks). The power outage
came at the same time OCIPEP was coordinating federal support
to British Columbia's response to serious forest fires, and was
active in the Canadian response to the Blaster and Sobig worms
(two major world-wide threats to cyber networks).

OCIPEP's support to Ontario included:

. Assigning federal coordination officers to the provincial
operations centre in Toronto where the Ontario response was
being coordinated;

. Working with Treasury Board Secretariat (TBS) and Public
Works and Government Services Canada (PWGSC) to
coordinate the successful federal response to Ontario's
request to reduce power consumption by fifty per cent;

. Coordinating the Government of Canada response to
provincial requests for federal assistance such as generators
to power water treatment plants.

OCIPEP's work with its critical infrastructure (CI) sector partners in
Canada included:

. Monitoring reports from CI sectors, analysing possible
conseqguences, and reporting them to ClI partners; and
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. Recelving requests for assistance and ensuring they were
acted on by the appropriate entity, e.g. ensuring access to
emergency fuel arrangements for the backup generators
powering essential equipment.

OCIPEP's work with other federal partners included:

. Collating, analysing, and distributing emergency-related
information to other federal departments involved in the
response; and

. Working closely with departments to maintain or restore
critical federal infrastructure.

OCIPEP and the CF successfully responded to every request for
assistance they received. Ontario officials and private sector
partners expressed their thanks for their contribution to the broader
successful response to the emergency.

Improving future response

= National Defence headquarters emergency power and
communications

In order to strengthen future crisis and consequence management
capabilities, the emergency power capacity and communications
assets within NDHQ will be enhanced.

= Communication between OCIPEP and the Canadian Forces
OCIPEP and the Canadian Forces share and coordinate relevant
information fully during an emergency. In the future, OCIPEP
liaison officers will be used from the onset of civilian emergencies
to enhance the coordination and communication between OCIPEP
and the CF.

= Communication with the public and the media
Communicating with Canadians through the media is an essential
activity during an emergency. OCIPEP's ability to respond to the
media during the emergency was hampered by a shortage of
telephone capacity and personnel immediately available to respond
to incoming calls. OCIPEP is increasing its ability to respond to
media enquiries in emergencies.

During the early stages of the power outage on 14 August, the
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privately-owned building housing OCIPEP's public affairs personnel
lost power: telephone service was impaired and network servers
shut down. OCIPEP public affairs staff were, however, able to
answer some media calls early on.

Reacting to the loss of services in their building, OCIPEP public
affairs staff relocated to the emergency operations center in the
OCIPEP headquarters building which continued to operate on
auxiliary power. This relocation of personnel, completed by 5:30
p.m., resulted in further delays in responding to increasing numbers
of media enquiries. This kind of delay is not appropriate in
responding in an emergency.

To correct the situation arising from the limited number of staff
immediately available and by the limitations of the existing
telephone configuration, arrangements were made on 14 August
for DND and RCMP public affairs staff to augment OCIPEP
personnel, and additional phone lines were assigned for media
relations use on 15 August.

OCIPEP is also expanding its roster and training of OCIPEP and
DND public affairs personnel who can be called on in an
emergency to respond to media enquiries, and accelerating its
development of a broader pool of trained public affairs staff
available in an emergency.

A more robust telephone system is being implemented. This
enhanced system will provide for an expanded number of
dedicated media enquiry lines with greater flexibility and improved
redundancy, in addition to a media information line which will be
capable of handling a large volume of incoming calls.

Early in an emergency, it can be difficult to meet public and media
expectations for information when the situation is confused and a
clear picture of the implications of the emergency has yet to
emerge. OCIPEP is reviewing and updating its communications
protocols to ensure a common understanding of the kinds of
messages that will be used by public affairs early in an emergency.

OCIPEP's emergency public affairs procedures are being reviewed
and updated to reflect these changes, and once complete, will be
tested through OCIPEP's exercise program.
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Finally, OCIPEP will relocate its public affairs staff to its
headquarters building to further reduce the risk of diminished ability
to respond.

= Communication with partners

OCIPEP provides its sector and government partners with situation
reports conveying pertinent information about an emergency from a
variety of external sources. Situation reports present the best
information available at a given time. In the early stages of
emergencies, information is often conflicting and incomplete. It is
recognized that the best available information will change,
sometimes considerably, as subsequent reports reflect the evolving
situation and more becomes known. OCIPEP will ensure that the
source of the information in the situation reports will be identified so
that users can follow up directly as they see fit.

Situation reports issued early in the outage were not sent to all
stakeholders who may have had an interest. This was corrected,
and in future, OCIPEP will ensure that situation reports are
distributed to all regular partners from the outset of an emergency.

Actions to be undertaken

In summary, OCIPEP and the CF successfully responded to every
request for assistance they received. OCIPEP fulfilled its core
mandate by responding to requests for assistance and liaising and
sharing information with partners. OCIPEP's ability to communicate
with the public and the media was hampered, however, during the
early phase of the emergency by a shortage of telephone capacity
and personnel immediately available to respond to incoming calls.
A number of steps are being taken to improve the ability of DND,
including OCIPEP, to respond to future emergencies, particularly in
the communications area. These steps are listed below.

. The emergency power capacity and communications assets
within NDHQ are being enhanced;

. Existing communication arrangements between OCIPEP and
the Canadian Forces are being enhanced to ensure that an
OCIPERP liaison officer is present in the NDCC from the onset
of civilian emergencies;

. OCIPEP's roster of available, trained public affairs staff is
being expanded, and development of a broader pool of
trained public affairs staff available in an emergency is being
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accelerated,

. OCIPEP is implementing an expanded number of dedicated
media enquiry lines with greater flexibility and improved
redundancy together with addition of a media information line
which will be capable of handling a large volume of incoming
calls;

. OCIPEP is reviewing and updating its communications
protocols to ensure a common understanding of the kinds of
messages that will be used by public affairs early in an
emergency;

. OCIPEP public affairs personnel will be relocated to its
headquarters building;

. OCIPEP will identify the source of the information in its
situation reports to permit users to follow-up directly as they
see fit;

. The situation reports will be distributed to all regular partners
of OCIPEP from the outset of an emergency.

See also: News Release of 17 September 2003

Last Modified: 9/17/2003 mpﬁaﬂa Important Notices
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