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EXECUTIVE &

MNP was retained by the IESO to assess the maturity of their enterprise risk management (“ERM”) program
and identify leading practices to enhance its maturity to the IESO’s desired level. This report outlines expected
benefits of ERM programs, the role of the Board of Directors in enabling the ERM program to achieve these
benefits, the methodology MNP applied to the maturity assessment, the results of the maturity assessment,
and leading practices that will enable the IESO to enhance the maturity of their ERM Program.

The Maturity Assessment identified the current level of maturity of the IESO’s ERM Program and the
Suggested Maturity level, based on MNP’s interpretation of discussions with members of the Board of
Directors. Maturity is measured for eight key competencies on a five-level scale. Most organizations in the
Canadian energy and utilities industry are currently operating at a maturity level of two or lower based on
recent surveys completed by the Canadian Electrical Association. MNP advises that the suggested maturity
target level should be 4 in the utility industry to be agile, deal with change in market models/new regulation,
renewable energy investment, and to develop a continuous improvement mindset.

The review found that the maturity of the IESO’s ERM Program is aligned with other similar organisations in
the energy and utilities industry; however, further enhancing the maturity of the ERM program will enable the
IESO to realise the full benefits of effective ERM programs while positioning the IESO for success in an
evolving industry. The table below provides a road-map for enhancing the maturity of the IESO’s ERM
Program, identifying the role of the Board of Directors in each key competency area.

Key Competency | Short-Term (<1 year) Actions Long-Term (> 1 year) Actions
Area & Role of the
Board of Directors

Risk Leadership e  Shift responsibility of risk ¢ Risk management should be a
assessment to senior leadership ?ézn?;?gEﬁgl'e;gciags?rcjn n?;'et'ngs
i u ings,
E;:Ec?;rg?ard of . :T—iea %;:)r;)l%n:’;]% ELT should to facilitate a proactive top-down
Establish .;md approve an ERM Mandate. approa_ch to risk manage.ment.
encourage an e The Board and ELT should  Establish an annual continuous
improvement training course for

organizational reallocate accountability for key
culture that views risks and formally allocate
ERM as an responsibility for risk mitigation

enabler. Motivate strategies.
risk dialogue at all
levels.

the Board and ELT
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Key Competency
Area & Role of the
Board of Directors

Short-Term (< 1 year) Actions

Long-Term (> 1 year) Actions

Risk Appetite &
Tolerance

Role of Board of
Directors:
Understand the
organization’s risk
philosophy and
agree on risk
appetite and

e The ELT and Board must
document the level of risk that
IESO must take on an ongoing
basis and develop and approve
a Risk Appetite Statements.

e The IESO’s Risk Tolerance
should be refined to clearly
communicate the maximum
level of risk that is acceptable to
achieve strategic objectives.

e Risk Tolerance and Risk Appetite
should continue to be reviewed,
updated, and approved by the
Board and ELT on an annual
basis.

tolerance.
Risk Policy & e Current Risk Policy should be  Business Units should develop
Strategy reviewed by the ELT and the risk policies and job descriptions

Role of Board of
Directors: Endorse
the organization’s
risk management
policy and strategy
including the
organization’s
attitude to risk and
structure of
ownership and
management of
risk.

Board to accommodate for
recent organizational changes.

e The IESO should develop an
Enterprise Risk Strategy which
sets expectations for maturity
over the next three years. This
should include quantifiable
targets.

identifying risk management
responsibilities to align with the
enterprise risk policy and
incorporate the risk strategy into
business processes.

e Risk Policy should be reviewed by
ELT and the Board on a three-
year cycle.

People

Role of Board of
Directors: Ensure
clear reporting lines
are established.
Empower
management to
effectively manage
and be responsible
for risk.

e A member of the ELT should be
identified as an ERM champion
to lead and guide the integration
of ERM in the organization.

e Clear lines of communication
should be established between
the Board, ELT, and manager of
ERM.

e ERM Training should be
provided to staff, executive
leadership, and board. Existing
materials should be updated to
provide practical approaches to
integrating risk management
into operations.

e ERM training should be provided
as part of the IESO’s onboarding
process for new staff and board
members

e KPIs relating to risk management
should be built into annual
incentive targets and performance
evaluations of employees across
the IESO.

IESO - ERM Maturity Assessment and Leading Practices Review

IESO-N-0010414



Key Competency
Area & Role of the
Board of Directors

Short-Term (< 1 year) Actions

Long-Term (> 1 year) Actions

Framework and
Tools

Role of Board of
Directors: Lead
and guide the
application of a
customized risk
management
framework, tools,
and a common risk
language across
the organization.

The current risk register needs
to be simplified so Board
members can easily recite the
top risk areas and their linkage
to strategy. All risk areas should
be defined in a consistent
manner and should not exceed
a reasonable limit. For example,
organisations with higher levels
of maturity seldom have more
than 20 risks in the risk register.
Clear criteria should be
developed to inform what
constitutes a risk to prevent
constraints or failed controls
from being listed as risks.
Criteria should be refined for risk
likelihood and impact to
enhance clarity.

A new risk register should be
developed considering the
inherent level of risk, mitigating
controls, and the residual risk
level. Risks should be linked to
strategic objectives.

Investigate the capability of data
analytics platforms for providing
dashboard capabilities.

Tools should be developed to
provide a dashboard for ELT and
the Board of Directors that
provides KPI monitoring and
concise, pertinent, and relevant
information relating to
management of key risks.

KPIs should be identified for
dashboard reporting.

Risk Management
Process

Role of Board of
Directors: Apply
risk management
framework to
strategic planning
processes,
ensuring risks that
may impede
meeting strategic
objectives are
identified and
mitigation plans are
adequately
implemented and
monitored for
continuous change.

Identify data that could be
collected to monitor and improve
risk management performance.
Integrate risk management with
the strategic planning process.

Collect data to monitor and
improve risk management
performance.
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Key Competency
Area & Role of the
Board of Directors

Short-Term (< 1 year) Actions

Long-Term (> 1 year) Actions

Risk Monitoring
and Reporting

Role of Board of
Directors: Active
oversight of key
risks and mitigation
strategies as the
IESO’s
organizational
environment
evolves. Review
and respond to
reports on formal
risk identification
and analysis.

Catalogue existing risk
monitoring and reporting
functions in business units.

e Integrate ERM program with
existing risk monitoring and
reporting functions in business
units to provide an enterprise-
wide solution to risk monitoring
and reporting.

e Measure and report on KPIs from
mitigation plans for key risks.

e Develop key risk indicators to
support mitigation strategies for
key risks.

Performance and
Outcomes

Role of Board of
Directors:
Understand the
effectiveness of risk
management for
meeting strategic
objectives and
organizational
outcomes. ldentify
areas where
sustained
improvements are
required to fulfill the
organization’s
mandate.

Plan a framework for measuring
performance and outcomes of
the ERM Program, including
improvements in fulfilling
mandate or meeting planned
organizational outcomes.

e Implement a framework for
measuring performance and
outcomes of the ERM Program,
including improvements in
fulfilling mandate or meeting
planned organizational outcomes.

IESO - ERM Maturity Assessment and Leading Practices Review
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1. BACKGROUND AND CONTEXT

In January 2015, the Ontario Power Authority (“OPA”) and Independent Electricity System Operator (“former-
IESO”) merged to create one integrated entity ("IESO”), broadly responsible for managing and operating
Ontario’s electricity market and grid, planning for Ontario’s electricity future, supporting the evolution of
Ontario’s electricity sector and market, enabling conservation, and managing generator contracts. Each
predecessor organization maintained an enterprise risk management (‘ERM”) program to identify, assess,
monitor, and control risks that could impede the organizations from meeting their mandates. With the merger,
the two ERM programs were integrated into one.

MNP was retained by the IESO to assess the maturity of their enterprise risk management (“ERM”) program
and identify leading practices to enhance its maturity to the IESO’s desired level. The former-IESO had
previously conducted an ERM maturity assessment; however, comparing the results of the two maturity
assessments will not adequately support the identification of any trends for the reasons identified below.

e Differences in methodologies, including maturity thresholds, between Emst and Young who conducted
the former-IESO’s risk assessment and MNP’s methodology. MNP has applied a proven methodology
that we apply consistently to organizations in the energy and utilities sector and other industries.
Comparison of any results are only relevant to other maturity assessments using the same
methodology.

¢ The merger has brought a renewed and increased focus on the value of the ERM program.

¢ Recent organizational changes at the IESQ including executive and board appointments, a strategic
reset, and the pursuit of Market Renewal Program impact the ERM system’s maturity. Most
organizations in the Canadian energy and utilities industry are currently at a one or two on the five-
point maturity scale. Maturity ratings of three or higher require substantial commitment from the Board
of Directors and executive leadership. Changes in board and executive roles can cause maturity to
decline immediately and will take time to re-build to a higher maturity rating.

This report outlines expected benefits of ERM programs, the role of the Board of Directors in enabling the
ERM program to achieve these benefits, the methodology MNP applied to the maturity assessment, the
results of the maturity assessment, and leading practices that will enable the IESO to enhance the maturity of
their ERM System.

IESO - ERM Maturity Assessment and Leading Practices Review
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ETHODOLOGY

MNP’s Risk Management Capability and Maturity Assessment Methodology is an effective tool for assisting
organizations in evaluating their progress on the path to excellence, helping them identify gaps and inspire
solutions. This assessment tool can be used to review and report on performance and progress in improving
risk management capability and for assessing the impact of these improvements on risk handling and
performance outcomes.

The Risk Management Capability and Maturity Assessment Model assists with identifying areas of
performance where leading practices can facilitate a practical approach to improvement, focusing on eight key
competencies of Enterprise Risk Management, listed below and explained in more detail in the following
sections.
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Each competency is assessed in terms of five levels, with certain criteria being applied to the rating scale for
each competency. Some general context for each level is provided below. More detailed descriptions of what
each level means for each key competency is described in the following section.

Note: Most utilities in Canada are currently operating at a maturity level of two or lower based on
recent surveys completed by the Canadian Electrical Association. MNP advises that the suggested
maturity target level should be 4 in the utility industry to be agile, deal with change in market
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models/new regulation, renewable energy investment, and to develop a continuous improvement
mindset.

e No level identified. If an organization is not able to demonstrate basic awareness and understanding
of ERM, then it may not be possible to identify any level of maturity.

o Level1 requires awareness and understanding. Being ranked a Level 1 should not be considered a
failure or set off alarms — it simply means that a basic level of awareness and understanding has been
established and the organization understands the need to enhance the maturity of their ERM program.

o Level 2 requires planned implementation of components of the key competencies and a continued
effort to further enhance the maturity of the ERM Program. The median rating for organizations
assessed according to MNP’s Risk Management Capability and Maturity Assessment Methodology
reside here.

e Level 3 equates to full implementation in all areas across the organization and is often a challenge for
organizations to meet without full support from senior leadership. At this point, the Executive
Leadership Team (“ELT") is fully engaged in ERM, risk owners have taken control of their risks, and
senior management are held accountable for risk management.

e Level 4 requires ERM to be fully embedded consistently across all business units in the organisation
with substantial commitment to continual improvement by the ELT and Board of Directors.

e Level 5 represents exceptional capacity and capabilities being demonstrated. This level of enhanced
maturity requires tremendous resource allocation to the ERM program and a commitment from ELT
and Board of Directors to treat ERM as a key organisational priority.

The level assigned to a key competency does not necessarily reflect the level of ERM expertise in the
organization or capabilities of any individual employee. ERM is an organization-wide effort that requires
continued support and adequate resources, a mandate from the ELT and Board of Directors, and integration
and consistency across all business units of the organization.

As part of the assessment, MNP conducted interviews or had collaborative discussions with staff across the
organization including:

« Peter Gregg, Chief Executive Officer

¢ Kim Marshall, Vice President Corporate Services & Chief Financial Officer

e Lia Kosic, Director, Financial Planning & Analysis

+ Alexander DeAngelis, Manager, Enterprise Risk & Corporate Performance

¢ Julia McNally, Director, Internal Audit

e Chris Earp, Senior Auditor

¢ Michael Killeavy, Director, Contract Management

¢ Nicholas Ingman, Director, Market Operations

o Jeanette Briggs, Director, Settlements
Additionally, we were fortunate enough to attend and present at an October 2016 meeting of the Board of
Directors, and engage on one-on-one discussions with three members of the Board of Directors: Carol
Workman, Tim O’Neill, and Margaret Kelch.

Key documents provided as evidence to support the maturity ratings are listed below.
e 2017 Risk Tolerance

e August 2016 Corporate Risk Profile
e |ESO Strategic Plan 2016 - 2020
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e Risk Assessment Template
e ERM Training Deck
¢ Risk Register with Assessment Result

MNP would like to extend our gratitude to staff and Board Members that took the time for honest and
productive discussions about the IESO’s ERM Program
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3. IESO MATURITY ASSESSMENT SNAPSHOT

The brown circles below indicate the IESO’s current maturity level for the eight key components of ERM, while
the green circles represent the suggested end state. Suggested end states are based on MNP’s interpretation
of discussions with key stakeholders including members of the Board. Descriptions of each category and

leading practices to assist the IESO in achieving the suggested maturity level for each key competency are
summarized in the following section.

C' Current Maturity

Suggested Maturity (Based on stakeholder feedback)

LE
Eucelivg
Est
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ATURITY ASSESSMENT & RELATED LEADING PRACTICES

4. ER

The following leading practices have been identified to assist the IESO in meeting their suggested target ERM
maturity level. Further details are provided in Appendix C: Leading Practice Details. Suggested maturity levels
are provided based on MNP’s assessment of interviews conducted with members of the Board of Directors
and the need for agility within the IESO. Short-Term (less than one year) and long-term (greater than one
year, ongoing) action items are provided to guide the implementation of leading practices to achieve
suggested maturity levels.

Risk Leadership

Current Maturity Level: 2 - Senior Managers & Executive take the lead to ensure that
approaches for addressing risk are being developed and implemented.

Level 1

Awareness &
Understanding

Levei 2

implementation
Planned & In
Progress

Level 3

implemented in all
Key Areas

Level 4
Embedded & Improving

Level 8
Excallent
Capability
Established

to manage
uncertainty and risk
and has made
resources available
fo improve.

Senior management
is aware of the need

Senior Managers &
Executive take the
lead to ensure that
approaches for
addressing risk are
being developed and
implemented

Senior Managers act
as role modefs and
apply risk
management
consistently and
thoroughly across the
organization

Senior management are
proactive in driving and
maintaining the embedding
and integration of risk
management; in setting
criteria and arrangements
for risk management and in
providing top down
commitment to well
managed risk taking to
support and encourage
innovation and the seizing of
opportunities.

Senior Managers
reinforce and
sustain risk
capability,
organizational and
business
resilience and
commitment to
excellence.
Leaders regarded
as exemplars.

SRR

Risk leadership and supporting “tone at the top” are crucial for the effective implementation of ERM across any
organization. Establishing a culture that views ERM as an enabler and motivating a risk dialogue at all levels
will result in maximising performance and managing risks within tolerances.

Current State

The IESO has demonstrated many attributes of the criteria for Level 2 Risk Leadership, including:

¢ Senior management involvement in updates relating to cyber-security, Ontario Fair Hydro Plan, and
Market Renewal Program at request of the Board of Directors and Audit Committee; and,

IESO - ERM Maturity Assessment and Leading Practices Review
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e ELT review of risk assessments, mitigation plans for key risks, annual Corporate Risk Profile, and
definition of risk tolerance.

Each business unit has an appointed staff member who completes the risk assessment, manages mitigation
plans, and reports information relating to mitigation plan status to Audit Committee on a quarterly basis. Some
business units demonstrated advanced capabilities and incorporation of risk management into their day-to-day
activities.

This current approach, facilitated through a Corporate Risk Team has been effective for the IESO to achieve
their current level of maturity. As the IESO strives to improve their ERM maturity, the approach will need to
become more top-down, with the retirement of the Corporate Risk Team and senior management taking the
lead.

Suggested Maturity Level: 4.0 - Senior management are proactive in driving and maintaining the embedding
and integration of risk management; in setting criteria and arrangements for risk management and in providing
top down commitment to well managed risk taking to support and encourage innovation and the seizing of
opportunities.

At this level, organizations start to build core competency in risk management and this often leads to
achievement of strategic and financial goals. Often organizations see a significant improvement in operational
efficiency.

Applicable leading praciices for the IESQ (Opportunities for continuous improvement).

¢ Leadership and management should reinforce and sustain risk capability, organizational and business
resilience and commitment to excellence. (l.e. Assign formal responsibility for risk mitigation
strategies).

e Senior management are proactive in driving and maintaining the embedding and integration of risk
management; in setting criteria and arrangements for risk management and in providing top down
commitment to well managed risk taking to support and encourage innovation and the seizing of
opportunities.

¢ Allocation of accountability for key risks should be agreed upon by the Board and senior management.

Short-Term Action ltems:

e  Shift responsibility of risk assessment to senior leadership as appropriate.
¢ The Board and ELT should approve an ERM Mandate.

The Board and ELT should reallocate accountability for newly defined key risks and formally allocate
responsibility for risk mitigation strategies.

Role of the Board of Directors:

¢ Establish and encourage an organizational culture that views ERM as an enabler. Motivate risk
dialogue at all levels.

Long-Term Action ftems:

+ Risk management should be a standing agenda item in all regular ELT and Board meetings, to
facilitate a proactive top-down approach to risk management.
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¢ Establish an annual continuous improvement training course for the Board and ELT
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Level

Awareness &
Understanding

Level 2

Risk Appetite & Tolerance

Current Maturity Level: 2 - Risk appetite and tolerance statements are being
developed.

implementation
Planned & In
Progress

Level 3

implemented in all
Key Sreas

‘ Level 4

Embedded &
improving

Level 5

Excellent Capability
Established

The need for risk
appetite and tolerance
statements has been
identified and
accepted

Risk appetite and
tolerance
statements are
being developed

Risk appetite and
tolerance statements
are in place and
approved by the Board
/ Audit Committee

Risk appetite and
tolerance statements
are an integral part of
the risk management
process.

Risk appetite and
tolerance statements are
an integral part of the
risk management
process. Best practice
approaches are used
and developed. Selected
as a benchmark site by
other organizations.

Risk Appetite

Risk Appetite is defined as the amount and type of risk
that an organization is willing to pursue or retain on an
ongoing basis. Risk Tolerance is defined as an
organization’s maximum acceptance of risk after risk
treatment, to achieve strategic objectives.

Leading practice suggests that once risks are identified
they should be assessed against the risk appetite of the
organization and that risk mitigation strategies be
developed for risks that exceed the organization’s risk
appetite. This is to ensure the exposure to IESO is well
balanced (risk versus reward) and consistent with
established criteria (e.g. risk appetite, likelihood and

consequence rating tables, etc.).

To achieve this, it is imperative for the leadership team
to discuss and establish the risk appetite for the
Institution and have this formally approved by the Board.

While the IESO has implemented risk tolerance definitions, there is still confusion over the definition of risk
appetite, and no documentation exists to support this definition.
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Current Statle

The IESO has developed risk tolerance statements, which are reviewed annually by the ELT and presented to
Audit Committee and the Board of Directors. The tolerance statements are linked to strategic directives — a
key leading practice.

The IESO does not historically had a Risk Appetite Statement or Framework in place. The IESO has stated
that ELT has agreed that the IESO has no appetite for risk and thus a Risk Appetite statement is not needed.
Some level of risk appetite is required for the IESO to pursue new initiative such as Market Renewal Program.
Considering the relationship between appetite and tolerance, the inadequacy of the current approach to risk
appetite resulted in the Level 2 rating.

Applicable leading practices for the IESQ (Opportunities for continuous improvement):

e Facilitate discussions with the executive leadership team and the Board to discuss and debate risk
appetite for the IESO as it pertains to specific strategic objectives. The starting point should be to
document the risk that the IESO must take on an ongoing basis just to operate.

e Develop risk appetite statement to accurately reflect the IESO’s risk appetite.

e Refine risk tolerance to provide practical and meaningful application. Risk Tolerance should be
defined both by strategic objectives and by key risk.

Suggested Maturity Level: 3.0 - Risk appetite and tolerance statements are in place and approved by the
Board / Audit Committee

As an organization’s risk management programs mature they should also see their confidence in controls and
risk mitigation strategies improve, and this should allow for acceptance of a higher risk appetite and tolerances
in time.

Short-Term Action Hems:

¢ The ELT and Board must document the level of risk that IESO must take on an ongoing basis and
develop and approve a Risk Appetite Statements.

¢ The IESO’s Risk Tolerance should be refined to clearly communicate the maximum level of risk that is
acceptable to achieve strategic objectives.

Role of the Board of Directors:
e Understand the organization’s risk philosophy and agree on risk appetite and tolerance.

Long-Term Action ftems

# Risk Tolerance and Risk Appetite should continue to be reviewed, updated, and approved by the
Board and ELT on an annual basis.
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Risk Policy & Strategy

Current Maturity Level: 2 - A risk management strateqy and policies have been drawn
up and communicated and are being acted upon.

Level 2 Level 3 Level 4 Level 5
implementation implemented in all | Embedded & Excellent
Planned & In Key Areas improving Capability
Progress Established
The need for arisk . A risk management Risk strategy and An effective risk strategy = Risk management
strategy and policies policies are and policies are an aspects of strategy
related policies has | have been drawn up communicated inherent feature of and policy making
been identified and : and communicated and  effectively and made business unit policies help to drive the risk
are being acted upon. to work through a and processes. agenda and are
framework of reviewed and
processes. improved. Role model
: status.

It is important for any organization when implementing risk management, that a risk management strategy is
developed that is endorsed by the Board and / or the Audit Committee. The risk policy which sets out IESO’s
attitudes to risk, defines the structures for the management and ownership of risk and specifies the way in
which risks are to be considered across the organization. In addition, a strategy needs to define maturity
targets over the next three years and incorporate clear roles and responsibilities for the monitoring, reviewing
and reporting on key risks once identified.

Current State

The IESO has an Enterprise Risk Management Policy that drives their approach to risk management. The
policy promotes a consistent approach to risk management across business units, providing reasonable
assurance over the control of key enterprise risks. The IESO does not maintain a formal risk strategy.

Applicable leading practices for the IESO (Opportunities for continuous improvement):

e Review the Risk Management Policy on a three-year cycle and include the mandated review date in
the heading of the Policy.

e An effective risk strategy and policies are an inherent feature of business unit policies and processes.

¢ Risk management intelligence (maturity, capabilities, and effectiveness) should be factored in as a
potential competitive advantage when completing the strategic plan.

Suggested Maturity Level: 4.0 - An effective risk strategy and policies are an inherent feature of business
unit policies and processes.
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ERM at this level is a material input for strategic planning and it is heavily relied upon to ensure strategic goals
are met.

Short-Term Action ltems:;

e Current Risk Policy should be reviewed by the ELT and the Board to accommodate for recent
organizational changes.
e The IESO should develop an Enterprise Risk Strategy.

Role of the Board of Directors:

e Endorse the organization’s risk management policy and strategy including the organization’s attitude
to risk and structure of ownership and management of risk.

Long-Term Action ftems:

e Business Units should develop risk policies and job descriptions identifying risk management
responsibilities to align with the enterprise risk policy and incorporate the risk strategy into business
processes.

e Risk Policy should be reviewed by ELT and the Board on a three-year cycle.
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People

Current Maturity Level: 2 - Suitable guidance is available and a training program has
been implemented to develop risk capability

Level 1

Awarsness &
Understanding

Level 2

Implementation
Planned & In
Progress

Key people are
aware of the need
to assess and
manage risks and
they understand

Level 3

implementsd in gl
Key Areas

Suitable guidance is
available and a
training program has
been implemented
to develop risk
capability

A core group of people
have the skills and
knowledge to manage
risk effectively

Level 4

Embedded &
fmproving

Level 5

Excellent Capability
Established

People are encouraged
and supported to be
innovative and are
generally empowered to

take well-managed risks.

Most people have
relevant skills and
knowledge to manage
risks effectively and
regular training, efc. is
available for people to
enhance their risk skifls
and fill any ‘gaps’

All staff are empowered
to be responsible for risk
management and see it
as an inherent part of
the business unit's
operations. They have a
good record of
innovation and well
managed risk taking

To ensure risk management is embedded within the organization, the general culture of the organization
should encourage employees to raise risk related issues. Clear reporting lines need to be established and
employees need to be empowered to identify and take opportunities that will better deliver the outcomes as
outlined in the IESO’s Strategic Plan. Ideally, risk management should be the responsibility of every IESO
employee and identified as such in their individual job descriptions and performance reviews.

In addition, adequate training content, methods of delivery and frequency should prepare the organization for
successful risk management.

Current State

The IESO currently offers bi-annual training on risks and controls that provides an overview of ERM, the

COSO framework, the IESO’s risk tolerance, key risks, and control activities. Each department is represented
on the IESO’s Corporate Risk Team. Risk capability exists in pockets across the organization, but varies from
one group to another. There is no mandatory requirement for risk training.

No ERM champions were identified at the ELT level. Implementation of ERM is reliant on the manager
responsible for ERM and supported by Corporate Risk Team composed of staff members from each business
unit. The Corporate Risk Team members then integrate ERM into their business units. Discussions with
directors revealed varying levels of ERM integration into business units.
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Applicable leading practices for the IESO {Opportunities for continuous improvement):

¢ lIdentify ERM Champions at the executive and board levels to lead and guide the integration of ERM
into the organization.

¢ ERM leader should have direct access to the Board and have ability to influence the Board and
Executive.

e Ensure clear lines of communication from the bottom-up and from the top-down, between the Board
and the executive leadership and between the executive leadership and staff.

e Staff should be encouraged and supported to be innovative and are generally empowered to take
well-managed risks.

e ERM training forms a part of the IESO’s onboarding process.

¢ Risk management forms part of each business unit’s operations.

e Consider including Key Performance Indicators (*KPI”) or other descriptive responsibilities in the job
descriptions for senior management tasked with risk management to ensure the responsibilities are
explicit, agreed upon, and form part of the performance evaluation process of the IESO.

Suggested Maturity Level: 4.0 - People are encouraged and supported to be innovative and are generally
empowered to take well-managed risks. Most people have relevant skills and knowledge to manage risks
effectively and regular training, etc. is available for people to enhance their risk skills and fill any ‘gaps’

Moving from level 2 to 4 in this area requires a significant amount of training, on the job risk mitigation

discipline and change management. When people reach level 4 the entire ERM program becomes just part of
what people do on a regular basis (training becomes less of a reliance).

Short-Term Action ltems:

e A member of the ELT should be identified as an ERM champion to lead and guide the integration of
ERM in the organization.

e Clear lines of communication should be established between the Board, ELT, and manager of ERM.

¢ ERM Training should be provided to staff, executive leadership, and board. Existing materials should
be updated to provide practical approaches to integrating risk management into operations.

Role of the Board of Directors:

e Ensure clear reporting lines are established. Empower management to effectively manage and be
responsible for risk.

Long-Term Action ltems:

e ERM training should be provided as part of the IESO’s onboarding process for new staff and board
members

o KPIs relating to risk management should be built into annual incentive targets and performance
evaluations of employees across the IESO.
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Framework & Tools

Current Maturity Level: 2 - Key elements of a risk management framework and tools
have been developed and communicated and are being implemented.

Level 1 Level 2 Level 3 Level 4 Level 5
Awareness & implementation implemented in all Embedded & Excellent Capability
Understanding Planned & In Key Arcas Improving Established
Progress
The need for risk Key elements of a Risk management Risk management Risk management
management risk management framework and tools framework and tools framework and tools are
framework and framework and tools are communicated are integrated within integrated within all
related tools has have been developed : effectively and organization’s core processes and business
been identified and  and communicated implemented in key processes and across  units. Best practice
accepted. and are being areas. all business units. approaches are used
implemented. and developed.
Selected as a
benchmark site by
others.

To guide the implementation of an ERM Program, a customized risk management framework, tools, and a
common risk language should be applied in doing so. This typically includes an ERM framework, key
definitions, risk rating tables (likelihood and consequence), a risk matrix, a risk register, a heat map, a detailed
risk plan template and, potentially, a software tool for the monitoring and reporting of risks. As an
organization’s ERM Program matures, these procedures and tools may be further customized to reflect
changes in the way the organization manages and communicates its risks.

Current State

The IESO has implemented key elements of a risk management framework including a risk assessment
template, risk register and associated heat map, risk rating tables, risk matrix, risk tolerance, and risk
mitigation plans for key risks. Substantial enhancements are required to improve the effectiveness of these
tools. While the tools are developed and implemented, ELT and the Board do not feel they provide timely,
concise, and relevant information. Tools should be reviewed for their effectiveness to provide concise, timely,
and relevant information. Substantial re-development effort is encouraged to improve the maturity and
effectiveness of these tools.
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Applicable leading practices for the IESO {Opportunities for continuous improvement):

¢ Risk register should be refined to include a manageable number of risks, contain existing controls
mitigating the risk, and link the risks to strategic objectives. Optimal risk registers are designed to
simplify the Board of Directors’ ability to memorize and to reference for effective governance.

e Tools should be simple, concise, and provide meaningful information and analysis.

e Impact and likelihood scores should correspond to well-defined criteria.

e Tools should monitor risks in real-time and provide concise and meaningful updates to the Board and
ELT on a regular basis. There should be an alert mechanism to provide pertinent updates to the
Board.

Suggested Maturity Level: 4.0 - Risk management framework and tools are integrated within organization’s
core processes and across all business units.

The success of ERM starts with the quality of the risk framework. It should be developed by starting with an
intimate understanding of the strategy an identifying the key strategic risks using the same business language
and content. At level 4 a board of directors and executive are very familiar with the entire framework and may
no longer need to reference it to remember all the key strategic risks.

Short-Term Action femns:

¢ The current risk register needs to be simplified so Board members can easily recite the top risk areas
and their linkage to strategy. All risk areas should be defined in a consistent manner and should not
exceed a reasonable limit. For example, organisations with higher levels of maturity seldom have
more than 20 risks in the risk register.

e Clear criteria should be developed to inform what constitutes a risk to prevent constraints or failed
controls from being listed as risks.

e Criteria should be refined for risk likelihood and impact to enhance clarity.

e A new risk register should be developed considering the inherent level of risk, mitigating controls, and
the residual risk level. Risks should be linked to strategic objectives.

Role of the Board of Directors:

¢ Lead and guide the application of a customized risk management framework, tools, and a common
risk language across the organization.

Long-Term Action ltems:

e Investigate the capability of data analytics platforms for providing dashboard capabilities.

 Tools should be developed to provide a dashboard for ELT and the Board of Directors that provides
KPI monitoring and concise, pertinent, and relevant information relating to management of key risks.

¢ KPIs should be identified for dashboard reporting.
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Risk Management Process

Current Maturity Level: 2.5 - Risk management processes implemented in key areas.
Risk capability self-assessment tools used in some areas

Level 1

Awareness &
Understanding

Level 2

mplementation
Planned & In
Progress

Level 3

implemented in all
Key Areas

Some stand-alone
1isk processes
have been
identified

Recommended risk
management
processes are being
developed

Risk management
processes
implemented in key
areas. Risk capability
self-assessment tools
usedin some areas

Level 4

Embedded &
Improving

Level 5

Excellent Capability
Established

Risk management is an
integral part of the
organization’s core
processes (policy,
planning, delivery, etc.)
and data is collected to
monitor and improve risk
management
performance

Management of risk and
uncertainty is an
integrated part of all
business processes.
Best practice
approaches are used
and developed.
Selected as a
benchmark site by other
organizations

.
f
.

SRR

Leading practice describes that risk management is built into all business units, processes and key decision-
making points across the organization. Risk management should also be clearly linked to the strategic
planning process such that risks that may impede the organization from achieving its strategic objectives are
identified and monitored.

Current State

Corporate Risk Team members assist their business units in completing risk assessments to identify risks for
inclusion in the risk assessment. Business units and the ELT assess the likelihood and impact of each risk,
which is mapped on a heat map. Key risks are identified and mitigation strategies are developed for them.
The IESO conducts an annual Corporate Risk Profile that provides an overview of the risk assessment profile
including the resulting heat map. The Corporate Risk Profile provides trend analysis regarding key risks on a
year over year basis and informs the business plan update.

Information relating to mitigation plans is provided to Audit Committee on a quarterly basis and in-depth
updates on key risks are provided at the request of the Board of Directors.

Applicable leading practices for the IESO (Opportunities for continuous improvement).

e Articulate key risks and strategies such that it’s clearly understandable which key risks the Board
should focus on.
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¢ Risk management is an integral part of the organization’s core processes (policy, planning, delivery,
etc.) and data is collected to monitor and improve risk management performance

e Management of risk and uncertainty is an integrated part of all business processes.

¢ Incorporate risk identification as part of the strategic planning process as this approach will provide the
most value to the IESO in terms of identifying “what events exist that could prevent the IESO from
achieving its strategic objectives.”

Suggested Maturity Level: 4.0 - Risk management is an infegral part of the organization’s core processes
(policy, planning, delivery, etc.) and data is collected to monitor and improve risk management performance.

Often risk management programs at this level are using data analytics to optimize insight for improving
strategy, controls, and risk mitigation strategies.

Short-Term Action Hems:

¢ |dentify data that could be collected to monitor and improve risk management performance.
e Integrate risk management with the strategic planning process.

Role of the Board of Directors:

e Apply risk management framework to strategic planning processes, ensuring risks that may impede
meeting strategic objectives are identified and mitigation plans are adequately implemented and
monitored for continuous change.

Long-Term Action ltems:
e Collect data to monitor and improve risk management performance.
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Risk Monitoring and Reporting

Current Maturity Level: 3 - Risk monitoring and reporting processes are communicated
effectively and implemented in all key areas

Level 1 Level 2 Level 3 Level 4 Level 5
Awareness & implemsniation implemented in Embedded & Excellent Capability
Understanding Planned & In all Key Areas fmproving Established
Progress
Some monitoring Monitoring and Risk monitoring and | Risk monitoring and Risk monitoring and
and reporting reporting processes reporting processes | reporting processes reporting processes are
requirements have and tools are being are communicated are integrated within integrated within all
been identified developed effectively and the organization’s core | processes and business
implemented in all processes across all units. Best practice
key areas business units. approaches are used

and developed. Selected
as a benchmark by
others

The existing risks and the organization’s changing environment are continuously monitored for shifting and
emerging risks and a process exists for employees to escalate risks upwards through the organization as they
arise. The results of formal risk identification and analysis are reported to management and the Board on a
timely basis.

Current State

Risk mitigation plans and risk status updates are provided to Audit Committee and the ELT on a quarterly
basis. Risk mitigation strategies exist for key risks.

Applicable leading practices for the IESO {Cpporiunities for continuous improvement):

e Integration of risk monitoring and reporting into core business processes across all business units.

e Including timelines and measurable indicators of progress with mitigation plans for key risks.

+ Key details relating to key risks are provided to Board and executive in a clear and concise manner to
facilitate dialogue and discussion about mitigation strategies and the evolution of the key risks.

Suggested Maturity Level: 4.0 - Risk monitoring and reporting processes are integrated within the
organization’s core processes across all business units.

This is a very high value area of ERM for the IESO since it involves developing the capability to identify
emerging risks very early to provide the board of directors and leadership the time to discuss and proactively
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adjust the risk register and risk mitigation strategies to allocate sufficient resources to address these new
emerging risks.

Short-Term Action ltems:;

e Catalogue existing risk monitoring and reporting functions in business units.

Role of the Board of Directors:

e Active oversight of key risks and mitigation strategies as the IESO’s organizational environment
evolves. Review and respond to reports on formal risk identification and analysis.

Long-Term Action ffems:

¢ Integrate ERM program with existing risk monitoring and reporting functions in business units to
provide an enterprise-wide solution to risk monitoring and reporting.

e Measure and report on KPIs from mitigation plans for key risks.
¢ Develop key risk indicators to support mitigation strategies for key risks.
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Performance and Qutcomes

Current Maturity Level: 2.5 - Evidence of improved outcome performance consistent
with improved risk management

Level 1 Level 2 tevel 3 ‘ Level 4 Level 5

No Evidence Satisfactory Sood Very Good Excellent
No clear evidence : Limited evidence of Clear evidence of Clear evidence of very Excellent evidence of
of improved improved outcome significant significantly improved markedly improved
outcomes performance improvements in delivery of outcomes delivery of outcomes
consistent with outcome performance and showing positive which compares
improved risk demonstrated by and sustained favourably with other
management measures including, improvement organizations employing
where relevant, best practice
stakeholders’
perceptions

For risk management to become effective and to have an impact on outcomes, key indicators that would
indicate the effectiveness are:

« Has risk management contributed to the successful delivery of the strategic plan?
e Are there sustained improvements in fulfilling our mandate?

¢ Has risk management contributed to meeting planned organizational outcomes?
e |s there more effective control of key risks?

Current State

As part of the Corporate Risk Profile, an assessment of the residual likelihood and impact of key risks is
performed, including a comparison of the inherent risk level from the previous year. This exercise allows for
identifying if mitigation plans succeed in increasing the effectiveness of controls for key risks. As the IESO
enhances the maturity of their ERM program, outcomes should be more linked to sustained improvements in
fulfilling their mandate and to meeting strategic objectives.

Applicable leading practices for the IESO (Opportunities for continucus improvement):
e Example framework to measure performance and outcomes of ERM Program.

Suggested Maturity Level: 4.0 - Clear evidence of very significantly improved delivery of outcomes and
showing positive and sustained improvement.
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When organizations achieve level 4 maturity in performance and outcomes they can showcase annually a
portfolio of risk management success stories across multiple functions. Also, it will be obvious that the ERM
program is continuously improving.

Short-Term Action Hfems:

e Plan a framework for measuring performance and outcomes of the ERM Program, including
improvements in fulfilling mandate or meeting planned organizational outcomes.

Role of the Board of Directors:

e Understand the effectiveness of risk management for meeting strategic objectives and organizational
outcomes. ldentify areas where sustained improvements are required to fulfill the organization’s
mandate.

Long-Term Action ftems:

« Implement a framework for measuring performance and outcomes of the ERM Program, including
improvements in fulfilling mandate or meeting planned organizational outcomes.
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5. CONCLUSION

The maturity of the IESO’s ERM Program is aligned with other similar organisations in the energy and utilities
industry; however, further enhancing the maturity of the ERM program will enable the IESO to realise the full
benefits of effective ERM programs while positioning the IESO for success in an evolving industry.

The IESO is in an excellent position to build on the foundation of their ERM program by enhancing its
effectiveness and maturity to align with evolution of their strategy. MNP has seen positive engagement from
the Board of Directors and capable staff committed to ERM — key success factors required to enable the IESO
to reach the next level. This will require tremendous support and leadership from the ELT and Board of
Directors, also the ERM leaders will need to redevelop tools, update and streamline processes, develop an
ERM strategy, integrate ERM fully into all business units, ensure the Board of Director’s receives timely and
concise information, and align risk assessments with strategic objectives. Key leading practices are provided
in the Appendix to enable the IESO to achieve their desired ERM program end-state. A recommended
roadmap is provided in the Executive Summary.
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APPENDIX A: ENTERPRISE RISK MANAGEMENT VALUE PROPOSITION

Implementing, embedding, and continually improving ERM programs provide organizations with immense
value. A commitment to continually enhancing the maturity of the ERM program enables the organization to
extract the realize the benefits described below.

e Achieving strategic objectives. ERM increase certainty of achieving strategic objectives.

¢ Reducing unexpected events and outcomes. By reducing the probability of unexpected events or
outcomes, an effective ERM program saves the organization from expending resources, time, money,
and human capital required to resolve the event.

¢« Efficient allocation of time and resources. Understanding risks allows for better alignment of
resources, facilitating more efficient and effective resource allocation.

e Better visibility of risks at management and board level. Effective ERM results in the board of
directors and executives better understanding and responding to key risks facing the organization.

¢ Improved regulatory and compliance function. Monitoring controls and mitigation efforts and
applying a risk-based framework to regulatory compliance reduces resources required for regulatory
and compliance audits and reviews.

¢ Consistent approach to risk management. A reliable framework for risk management employed
across each functional area of the organization facilitates a unified approach to meeting strategic
objectives.

Effective ERM systems act as early warning systems to reduce surprises, mistakes, and missed opportunities.

No Big Mistakes

Early Warning Sysiems Integrated Infrastructure Effective ERM Program
+ Develop process to « Ensure bad news travels fast « Seek growth but ensure
identify vulnerabilities internally first — act decisively strategic and operational
and challenges « Streamline processes risks are mitigated
- Systematically * Effectively ;%Emgt& resources « Maximize chan;e;; of
identify, assess and o ?3etf(_er align with risks and smg-eszs Df achieving the
prioritize risks a%:;e;c?wes an;i better strateg_nc plan N
decision making + Accelerate ability to
) Deveiap response » improve ability {o anticipate respond to change and
strategies to risks and prepare for change opportunities
» Ensure internal/external risks » install an appropriate
are understood and control infrastructure
managed
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NT GOVERNANCE

APPENDIX B: RISK MANAGE

A Board of Directors’ role in ERM varies from organization to organization, but is essential for realising the
benefits described in the previous section and for enhancing the maturity of the ERM Program. Support of
both the Executive L.eadership Team and Board of Directors is crucial for the IESO to further enhance the
maturity of their ERM program. Leading practices pertaining to the board’s role in risk management
governance are explained below for the eight key components of enterprise risk management.

Risk Appetite Understand the organization’s risk philosophy and agree on risk appetite and tolerance.
& Tolerance

Risk Apply risk management framework to strategic planning processes, ensuring risks that
Management may impede meeting strategic objectives are identified and mitigation plans are
Process adequately implemented and monitored for continuous change

Performance & Understand the effectiveness of risk management for meeting strategic objectives and
Outcomes organizational outcomes. ldentify areas where sustained improvements are required to
fulfill the organization’s mandate.
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APPENDIX C: LEADING PRACTICE DETAILS
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ENTERPRISE RISK Do Mo |
ANAGEMENT POLICY  cuancio

Effective Date: May 2013
Baview Date: May 2013

OBIECTIVE & SCOPE

and its affiliates use an enterprise-wide portfolio approach to mansge key
bgssmess risks. These risks stem from the uncertainly thet permeates our business environment
Managing these risks successfully requires a systematic, structured, and timely approsch. A primary goal
of enterprise risk management {"ERM"} is to provide uniform processes o identify measure, treat and
veport our key risks for the benefit of our customers and shareholders, By strengthening our risk
management practices, ERM supports the corporste governance needs of our Board of Directors {the
“Board”} and the due diligence responsibilities of senior management,

We will review this policy annually with our Senior Management Team and the Audit Committes of our
Board.

ERM {éi}&iﬁgg PRINCIPLES

in our ERM program and capabilities, we will strive:
1. For a comprehensive, disciplined and continuous process in which risks are identified, analyzed

and conscipusly accepted or mitigated within defined sk tolerances.

2. To undersiand the risks for which we are accountable and manage these risks within defined
risk tolerances.

3. To manage risks using the best svailable information, We sxgect decision makers 1o consider
the limitations of data, models and possibly divergent opinions amongst experts, when making
risk management decisions.

4. To manage risk through a portfolio approach that optimizes the trade-offs between the risk and
return across all business functions. Optimization ensures that we accept the appropriste level
of risk to meet our business objectives.

5  Toundertake risk assessments annually or more frequently if appropriate,

6. Fortransparency and relevance,

7. To ensure that we properly consider risks in our decision making and integrate ERM into our
business grocesses, including strategic planning,

£ Tosvolve our ERM capabilities to reflect industry best practices and our business needs,

8. To implement and maintain ERM policies and processes consistent with this Policy and facilitate
consolidation and review of all significant business risks.
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, 5 ~ Y Do, Mo
g%?%%?&éﬁg gégﬁ Yersion 1.1
§ S R 5 - Approval: Board of Directors
3%% &{g %?ﬁ §§§? ?ﬁ Eg {:&g interpratation: (RO
Effeciive Date: May 3012
Review Datel May 2013

ACCOUNTABILITIES AND RESPONSIBILITIES (GOVERNANCE STRUCTURE)

The Audit Committee of the Board and the Senior Management Team perform annual reviews of
our ERM policies, processes and accountabilities and our risk profile, risk retention philosophy, and
risk tolerances,

The President & CEO is accountable for ensuring that business processes are established to manage
our risks.

The Executive Vice President and CFQ Is accountable for ensuring that the entire ERM program
including ERM processes, is established, properly documented and maintained.

The Senfpr Monagement Team provides management oversight of our risk portfolio and ERM
processes, provides direction on the evolution of these processes, and identifies priorities for risk
assessment and mitigation planning. Fach member of the Senior Management Team is accountable
for idemifving and managing significant risks under their direction,

DERNITIONS

Risk is the effect of uncertainty on business objectives. Events, actions or inactions that may threaten
our ability 1o achisve our business objectives including strategic, regulatory, financial and operational
are considered risks.  We describe risk in terms of i3 likelthood of occurrence angd potential
consequences or impacts, which may be negative or positive {missed opportunityl.

Risk Assessment is the systematic identification and analysis of business risks. Risk assessments must
include the strength of existing mitigation and controls, The results of the risk analysis must be
compared with risk oriteria to delermine whether the nature and magnitude of the risk is within risk
tolerances.

Risk Tolerances are guidelines that establish levels of acceptable and unacceptable exposure from any
risk. Tolerances define the range of possible Impacts {from minor to worst case) that risks might have on
business objectives.
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ENTERPRISE RISK S,
MANAGEMENT POLICY Approval: Board of Directors

lrderpretation: CFG
Effective Date: May 2012
Review Date: May 2013

Risk Treatments are actions taken or decisions made to change the status of a risk, including:
¢ Retaining the risk {either completely or partially},

+ Avoiding the risk {by withdrawing from or ceasing the activity),
& Removing the risk source,

» Reducing the likelihood {by increasing preventative controls),
» Reduting the consequences {by emergency or crisis response),
e Sharing the risk {by contracts, insurance, etr.}, and

® increasing the risk {in order to pursue an opportunity},

| REFERENCES

150 31000: 2009
150 31000 2009 TRANSLATED INTO PLAIN ENGLISH
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{, introduction

Enterprise Risk Management Framework {"ERM Framework”} cutlines our approach to
Enterprise Risk Management {"ERM”) We underiake ERM 1o help achieve business objectives by
consistently angd proactively managing risks and opportunities.

Halivized sections within this ERM Framework are quoted directly from the Enterprise Risk
Mansgernend Poliey {7 ERM Policy™) sporoved by s Board of Directors and the approved
mandates of 3 Board of Directors and Audit Commities. Therefore, Balicized sections
within this ERM Framework may not be amended until our Board of Direciors approves
conforming amendments to the ERM Policy and mandates.

il. Policy Statement

. arred its uffilictes uyse on enterprise-wide portfolic appronch to monage ey
husiness risks, These visks stem from the uncertuinty that permeotes owr business environment,
Muonaging these risks successfidly requires o systemuatic, structured, ond timely appronch,. A primary goal
of enterprise risk moanggement {“ERMY} s to provide uniform processes to identily, measure, trept ond
report our key risks for the benefit of our customers and shareholders. By strengthening our risk
muanogement practices, ERM supports the corporate governanee needs of our Boord of Directors {the
"Boord”} and the due diligence responsibilities of senfor manogement.

@

i, Principles
i our ERM progrom ond copobilities, we will strive:

1, For g comprehensive, disciplined ond continuous provess in which risks are idemified, analyeed
and consciously accepted or mitigated within defined risk tolerances.

2. To understond the risks for which we gre eccountable ond munoge these risks within defined
risk toleronees,

3. To muonage risks using the best avgiloble informution and requive decision mokers to consider
the Hmitations of dota, models and possibly divergent opinions amongst experts, when making
risk monagement decisions.

&, To ensure that we properly consider risks in our decision moaking and integrote ERM Into pur
business processes, including strategic planning.

V. Overview of Enterprise Risk Management
ERM provides uniform processes to identify, meosure, treat and repart on key risks.

Risk is uncertainty related to the probability and potential impacts of events, actions or inactions
that may positively or negatively impact our business performance. We can improve our
performance against business objectives by prudently managing risk and uncertainty, ERM requires
us to reduce risk exposures that may adversely affect our business and place equal imporiance on
accenting risk and uncertainty related to business opportunities available to us. We accept risks and
ppportunities in an informed and proactive manner, such that the level of risk we take is aligned
with the rewards and benefits we sxpect to realize from the ppportunity.
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Qur shareholder and other stakebolders expect us to implement processes to ensure that risks arg
prudently managed. Corporate governance guidelines {including National Policy 58-201} mandate
that our Board accent responsibility for identifving our principal risks and ensuring that we have
appropriate systems in place to manage those risks. In addition, credit rating agencies evaluate the
strength of an entity’s ERM program as a factor in thelr ratings assessments,

An effective ERM program improves our ability to identify opportunities and threats, and increases
the likelihood that we will achieve our business objectives. ERM encourages proactive management
and organizational learning, while strengthening organizational resiience,

{ur LRM program encompasses risk assessment, risk trestrent, monitoring and review, We clearly
define key risks and opportunities which may positively or negatively impact our ability 1o achieve
Business objectives. Using predetermined risk rating criteria, we continually assess the potentisal
conseguences and lkelihood that each key risk or cpportunity will manifest within a three year time
frame. In our assessment, we svaluate the effectiveness of control measures we take 1o manage
each risk or opportunity. This enables us 1o assess residual risk Ipvels and make decisions as to
whather we should modify our control measures to optimize the balance between the expected
return from an opportunity and the assoclated risks we are willing to tolerate and aceept.

g iichent Crpatmint Eseessye
Bisktaling Risktaking Rk Taking

ERnet SRl

ek Lvwsd

i we determine that the residual risks sxcesd our risk tolerance, we will establish and sxscute risk
wraatment plans 10 reduce the residual risk to lovels that we can accept. Qur risk trestment plans
inchude strategies and tactics designed 1o appropriately modify the Hkelihood, velociy and
sonsenuences of risk. Our risk treatment plans may be designed to)

= Reduce the probability or potential inpact of risks that excead our wlerance;

% foroid risks that we consider to be unacceptable;

e fncrease the likelihood or consequence of risk to pursug business opportunities;
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#»  Share or transfer risk with/to thivd partles; and/for
& Arcept risk within our tolerance,

Coportunities and risks occur within 2 set of Internal and external facts we refer to 25 the “husiness
context”, Relevant external factors include, but are not limited to, the political, industry and
regulatory environment, financial markets, technological developmens, economic conditions,
competition, and stakeholder Interests. Relevant internal factors include our strategy, business
ohjectives, values, culture, capabilities, policies and standards, ardd contractusl relationships. We
monitor and review our business context quarterly for new risks and changes to existing risks. We
also review risk treatment plan status and the operation of control measures designed 1o manags
our risks. We adjust course as necessary by developing or modifying risk treatment plans.

We have designed our ERM principles, framework and process iy accordance with the 150 31000
Internations! Standard for Risk Management. This International Standard recommends that
prganizations develop, implement and continuously improve a framework whose purpose s 1o
integrate the process for managing risk into the organization’s overall governance, strategy and
planning, management, reporiing processes, policies, values and culfurs.

V. Accountability

To ensure there 1s accountability, suthority and appropriate competence Tor managing risk, we have
defined the following roles and responsibilities:

The Board of Directors reviews the unnuol risk report that identifies principud risks ond controls gnd
manitors chonges ond developments through quarterly updates. The Boord discusses exposuyres o
mugfor risks and spportunities; ond steps Monogement has token or Intends to toke to assess and
treat such risks and opportunities.

The Audit Committes reviews the processes Manogement uses to identify risks ond opportunities; to
pssess exposure to such risks; and to tregt such risks where appropriote. The Audit Commitive
receives reports from management with respect to risk assessment, risk monagement and mujor
Financial risks and discusses major finonciol risks ond steps Monogement hos taken or intends to
rarke to gssess ond treal such risks.

President & Chief Executive Officer has ultimats accountability for ensuring thot business processes
gre estohlished to manage our risks and approving the ERM framework.

The Senior Management Team provides management oversight of ERM processes and provides
direction on the evolution of these processes. The Senioy Management Team reviews ERM
performance and evaluates significant or emerging risks that require specific oversight from the
Senior Management Team.

The Executive Vice President and C£FQ is occountoble for ensuring that the entire ERM program
including ERM processes, is estoblished, properly documented and meintained.

The Director, Enterprise Risk Management, owns the ERM framework and processesand is
responsible for their design and operation, icluding: {i} developing and maintaining the policy,
framework, standards and processes; (#) preparing quarterdy corporate risk profiles; (il mainteining
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a registry of key business risks; {iv} dellvering training; {v} providing ERM Implementation support;
arvd bl facliitating risk workshops.

The Director, internal Audit, provides assurancs on risk management processes and monitors the
gfectiveness of the risk management program.

Executive Risk Owners - fach member of the Serdor Monogement Team is sroountable for
identifying and monoging significont risks under their direction. As participants in pur Strategic Risk
Management process, executives are responsible for managing risks assigned to them, including
developing and implementing risk treatment plans and monitoring and reviewing risks. In addition,
i thedr rode as process sponsors, the Senior Management Tearn is responsible for integrating ERM
into husiness processes 1o srsure significant opportunities and risks are properly
considered in our decision malking,

Vi Risk Management Process

Risk Management Process Schematic
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Context for : Risk Management Process

Boope & Risk Evaluation Criteria

in order to maximize shareholder value, will underizke business opportundties together
with the associated risks. We will accept risks and spportunities in an informed and proactive
manmer, such that the level of risk we take i3 sligned with the rewards and benefits we sxpect to
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realize from the opportunity, We will structure our team and approach to be competitive in
capturing opportunities while managing the risks. To achieve this alignment, we will make informed
decisions to bear the risk fully, to reduce our exposure through partnering, or to transfer all or part
of the risk to counterparties who can manage the risk more eHectively or are willing 10 pariner with
us to diversify our risk exposures. While we are not averse to taking risk in the right crcumstances,
we must ensure that risks are within our tolerance for risk, as defined by our risk evaluation triteria,

Our risk management process is designed to facilitate management’s regular review of current and
emerging risk or opportunity against our approved risk criteria. Any opportunity/risk with the
potential to have a material impact on shareholder value is within the scope of the risk
management process.

The Audit Committee oversees the ERM Framework including our risk evaluation oriteriz and the
events and risks we are averse (o,

We are averse 10 events and risks, including non-compliance with laws and regulations, with the
potential for material negative conseguences for:
# The health and safety of our employess;
Shareholder value;
The reliability of the transmission system;
Cur credit rating;
Our corporate reputation; and
The future existence of our business.

B B ¥ & @

We consider an event or risk to be material if its Impact may result in:
®  Serious injury, health sxposure or death;
= Direct financial loss {impact on net income} greater than $10 million;
#  Achange greater than 10% in the enterprise value of our business;
«  Anoutage affecting more than 40,000 customers or J00MW of load or supply for more than
4 days;
A credit rating downgrade; or
& Non-comphiance with applicable laws, regulations, standards or other conduct that could
significantly impair our reputation, compromise our license 1o operate, and/for result in
significant fines or imprisonment,

-4

Risk Assessment Process
The overorching gool of risk assessment is to drive effective risk moenagement.

Risk assessment involves identifying, analyzing and evaluating the risks we face. Some of the
methods we use to identify risks are interviews, surveys, research and facilitated risk workshops
{see Appendix Al

We use a structured risk statement to define and describe risk, such as "There is the potential that
<description of risk/event/opportunity> because <possible cause{s> may result in
<benefit{s}/consequencels}>. For example, “There is the potential that our net income will vary
from budget because of unanticipated changes In capital market conditions”.

Page 7

IESO-N-0010414



To heip define and analyze risk, we use analytical tools, such as Bowtie Diagrams {see Appendix B},
1o clearly and succinctly document
1. the risk, event or opportunity;
2. potentiad causes for the risk, svent or opportunity;
3. existing controls or planned risk treatment measures intended to achieve desired outcomes
arwd reduce the likelihood of a negative risk event from occurring;
4. esuisting condrols or planned risk trestment measures intended 1o recover from or capitalize
upon the risk, event or opportunity after it has occurred; and
5. the consequences, risks and benefits that may be realized if the risk, event or opportunity
QLCUTS.

We combing guantitative and gualitative methods to svaluate the likelihood and potential
consequences associated with risks and opportunities,

We use pre-defined risk criteria 1o evaluste risks. Qur risk svaluation oriteria must be {1}
approgrizte and relevant for the circumstances; {2) consistent with the Corporate Risk Criteria
endorsed by our Board of Directors {see Appendix BY; and {3} endorsed by the responsible senior
executives. For exemple, our CEQ and Senior Vice President, Projects, have endorsed Project Risk
Criteria (o be used 1o evaluate risks and opporiunities for individual capital projects,

Risk Treatment
Risk treatment involves making recommendations and decdisions as to the appropriate course of
action to ncreass or decrease residual risk to optimal lavels. Risk treatment approaches include:
= Ayoiding risk by discontinuing activities that give rise 1o the risk or removing the source of
the risk;
* Taking an appropriate amount of additionad risk 1o pursue an opportunity that is expected
10 result i incremental benefits 1o the business;
Taking actions 1o modify the likelthood andfor conzseguences of the risk;

Sharing or outsourcing risk with counterparties through contracts, partnerships, insurance,
L., oF

¢ Making an informed choice to retain visks already at appropriste levels.
Guidelines for Preparation of Risk Treatment Plans
Risk treatmen plans outline what actions we intend to take, what resources we will reguire, and
the timetable for implementation of those actions. Risk treatment planning includes assessing the
casts and benefits of modification measurses. We should avold risk treatment measures if the costs
are disproportionate to the benefits,
After the risk assessment has been completed, we ofter use “heat maps”™ as 3 tool to document
residual risk levels for a portfolio of risks and opportunities. These heat maps are also helpful in

determining whether risk treatment plans should be prepared:

Low-leve! risks do not require further treatment but will be monitored within the ERM program.
Low risks fall within the blue and green portions of the heat map.
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Medium-leve! risks require Burther axsessmerd by the Executive Risk Owrer and the Sendor
Management team 1o determing whether s risk treatment plan % necassary or
approprizte. Medium-level risks fall within the yvellow portion of the heat map.

High-level risks require that we develop explicit risk treatment plan as 5001 35 possible. High-level
risks Tall within the orange and red portions of the heat map.

i addition to the residual risk Jevel, we must give appropriate consideration to risk velocity when
deciding whether risk treatment plans are appropriate. The greater the speed or velocity at which
we expect that risks, events or opportunities could materislise; the greater the likelihood that & risk
treatmant plan is necessary or appropriate. For example, a mediurr-leved risk with high velocity
would be more likely 1o requiire a risk treatment plan than g medium-lave! risk with low velocity, All
high-level risks will require a risk treatment plan. Velochy may also influence the speed or urgency
with which risk treatment plans must be implemented.

Communication ang consultation

We are committed to

e Ongoing dizlogus with cients and pther stakeholders regarding risk and risk management;

»  Processes that enable providing, sharing and oblalning information about cross-functional
risk and how to manage the uncertainty that affects our ohjectives;

Supporting and encouraging accountability and cwnership of risks and cpporiunities;

s Ensuring that this ERM Framework and our ERM Policy are communicaied sppropriately;
Corununicating and sharing relevant information and learnings regarding ERM agross the
organization on a timely basis; and

«  Communicating and reporting on this framework, s effectiveness and the outcomes.,

Vii. Strategic Planning & Risk Management

We integrate enterprise risk management with our strategic planning and business planning
processes o promote and facllitale proactbm management of risks and opportunities that may
impact our strategic and business objectives.

Risk Management Cycle

Enterprise risk management is a continugus process that requires us to takes appropriste action on a
timely basis. To snsurs thet strategic risks are identified, assessed, and communicated at least
annually, we conduct and prepare an annual strategic risk assessment as part of our strategic
planning cyole,

In our annuel stratepic risk assessment, we identify and assess significant risks and opportunities
that may have strategic implications for our business. The annual strategic risk assessment
incorporates information derived from one-on-one interviews and facilitated workshops with Senior
Management Tesm and other key leaders. The annual strategic risk assessment s provided to the
Senior Management Team as an important input into our strategic planning process.
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We assign gach strategic risk or opportunity t0 an Executive Risk Owner, who s rasponsible for
more comprehensive assessment and cisk restment planning that s Integrated into the strategic
planning process, Through discussion and analysis, the Senior Management Team and Board of
Divectors provide input and guldance (o assist the Executive Bisk Owner in developing and
integrating risk treatment recommendations into the annual strategic plan. The Executive Risk
Owner is responsible for developing and implementing sk ireatment plans contemplated in the
arnral strategic plan,

The Senior Management Team moniors strategic risks and opportunities continuoushy. The Senior
Management Team incorporates enterprise risk management into ity monthly strategy mestings
and quarterly business reviews. The Executive Risk Dwner is responsible for keeping the Senipr
Management Team and Board of Directors informed as tor

* changes in business comtext, risks and opportunities; and
# status of approved risk treatment plans and revisions 1o such plans arising from changes in
busingss contest, risks and opportunities,

Vil Monitoring and Review of ERM Program

To snsure that our enterprise risk management program remains effective and continues to
support our business performance, we will:

e heasure risk management performance against performance indicators, which are
perindically reviewed for appropristeness.
Conduct internal audits of ERM and implerment recommendations for improvement,
= Annuaily review whether the risk management policy, framework and plan are still
appropriate, given the organization’s extereal and internal context; risk management
performance; and feedback from management and the Board of Directors,

Every two years, we will review the effectivensss of the ERM Program with the assistance of
internal or external service providers. This could include, but is not limited o, risk management
maturity assessments, peer reviews, sudits or benchmarking,

Based on results of monitoring and reviews, decisions will be made on how the risk managemsnt
program an be improved. These decisions will seek to mprove the organization’s management of
risk and its risk manasgement culture,
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Appendix A- Risk Workshops

A risk workshop is a structured group conversation about future uncertainty {risks and
opporiunities),

Risk workshops tan be structured to:
e ldentify, analyze & evaluate risks and opportunities
= Develop and svaluate risk treatment alternatives
= ldentify and assess control measures

Benefits:
»  Provides a better understanding of business objectives and significant risks.

*  Helps identify new risks and opportunities and innovative treatment plans and solutions in
a time efficient manner,

Promotes forussed dislogue and team bullding with respect 1o risk management,
#  Aligns risk treatment expectations and residual risk levels among management and staff,
s {ffers g learning opportunity for all perticipants regarding risk management,

The Director, ERM will work with risk owners 1o define the workshop objectives and scope. The
ERB team will provide the facilitation, Once the workshop Is complete, the ERM facifitator will
recap the results, decisions, and action items and provide a risk workshop report with any
information or assessments collected from participants,

Contact the Director, ERM if you wish to explore or arrange for 3 Risk Worlashop,
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e Wide Risk |
eptember 2017 Update

information Classification: AESO Prolected

Date: September 5, 2017
To:  Audit Committee (AC) Members

it is management’s responsibility to ensure that appropriate and timely actions are taken
to manage risks to acceptable levels, to provide reasonable assurance regarding
achievement of the AESCO’s strategy, objectives, and goals.

This report is provided {o the AC o undersiand the organization’s principal risks, how
they have been assessed and the actions that are being taken {0 manage them. If
applicable, this report will also include details on principal risks that are pertinent to AC
oversight.

Entrprise Risk Management Report Page 1of 11
Audit Commitize Meeting SRR Moo
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&, Proamble

The AESQ faces continuing uncertainties and challenges as it pursues its mandale and
strategic direction such as.

* A weak recovery in the Alberta economy;
= Working with new government policies and developing new relationships;

= Implementing government policies such as transitioning to a capacity market and
implementing a renewable electricity program;

= Ensuring adeguate supply of electrical generation in the long term; and

= Having appropriate skill sets and talent 1o execute current and evolving
processes and projects.

As these and other uncertainties (risks and opportunities) are managed o acceptable
fevels, corporate performance and value can be oplimized — see chart below.

RISKS & OPPORTUNITIES

{ Enthance and Protect 1

CORPORATE VALUE and BEPUTATION

Entarprise Risk Management Report Page 3 of 11
Audit Dommities Mesting S St s
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A, Risk Dashboard

maﬁmﬁ
Objective: Develop, communicote and
muonitor strotegic and business plans to
guide the AESO's direction,

Extribited Risk Appetite: Floxibls

Torget Bisk Appotite: Doutious

mc:(mmm
Objective: implement appropriote planning,
enforcement, cultural, complinnce and
aversight mechonisms,

Exhibiiod Bizk Appetite: Winimpi

Target Risk Appetite: Mnimal

Current

Objective: Lewd the development and operation of a safe and
relioble transmission system, including interties to other
furisdictions, which fully enables operotion of the murket.
Extiltted Bisk Appetiie: Minimal

Target Bisk Appetite: 8inknyl

® include comments

2017 audits:
include relevant audits.

Risk focus: Public Policy; Brand; Stakeholder
Expertations.

= Include comments

2017 audits:
include relevant audits.

Risk focus: Transmission; Grid & Market Operations; Compliance.

# Include comments

2017 audits;

include relevant sudits,

Low [L] Residual Risk

Enterprise Risk Management Report
Awdit Commitise Mesting

Low/Med [LAM] Residual Risk |

Med/High [MH] Residus! Risk |

High [MH] Residual Risk

Page 3 of 11
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Objective: Design and operate o real
time energy ond future copocity market.
Exkibived Bivk Appetite: Doubioys

Yorget Bisk Appetite: Binbnol

Current

Objective: Ensure criticyl systems,

networks, information and technology ore

relivble, secure ond meet business needs.
Eubibired Bligk Appetive: Mgl
Torpet Bivk Appetiie: Misimd

Objective: Operate the business effectively and efficiently, with
focus on volue and optisizing performonce.

Exhibited Bisk Appetite: Constious

Torget Bisk Appetite: Fleyibie

Commaents:
= include commenis

2017 sudits;

include relevant audits,

Risk focus: 1T & Cyber Security,

Comments:

.M.macmm wmmmmmﬁ atdits,

Risk focus: Process Execution; Talent; Reporting.

Comments;

# include comments

2017 audits:

include relevant audits,

Low [L] Residual Risk

Enterprise Risk Management Report
Audt Committes Mesting

Low/Med [LM] Residuad Rigk

i

Med [M] Residual Risk |

s

Mad/High IMH] Besidus] Risk

h MM Residuai Risk

R

Page 3 of 11
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B. Risk Map for Principal Risks

R
4
3
fox
Ll
=
R
=
b
LIKBELIHOOD
PRINGIPAL BIBKE
1, Impast Batlng
2 \ X
A 3 - hglgrificant 1~ Rare || Very Preparad (1.0 10 1.5}
5 2 - Winy % Unitikaly & Propoarat {LE to 244}
5, ¥ o oy F - Passile Bornowdint Prapared 2.8 t0 5.8}
8, % - Mapr & Lilenly Kinimue Proparation 3.7 o 4.8}
¥ & - Ustasirophin & o Al Usrtain

Kot Prapaved (4.8 10 508

Erderprise Righ Management Report

‘ Page 8 of 11
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L. Changes in Principal Risks -~ Comparing 2017 and 2016

Red font indicates principal risks for 2017 which are not included in the 2016 principal risks

Blue font indicates principal risks for 2018 which were not included in the 2017 principal risks

Entarprise Risk Managemant Rapont Page 7 of 11
Audit Committes Mesling SR '
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. Audlt Committee Dversight - Related Risks

This section congists of those principal risks that are pertinent to the Audit Commitiee’s
oversight role

» Include key controls, mitigation efc. | Include any
ientified
:;.;i ef w‘s W £ ‘ opportunities
Risk Context:
¢ include dedalls ofwhy thisis g
risk. Information is typically
obtained through risk interdews

Enterprise Risk Maragement Raport Page 8§ of 11
Audit Commities Mesting B et
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Appendix 1 - ERM Process Overview

Corduct Pariodic

Exenptive Toam

Re-fresh of Bisk
Appstite

Disouss and validate proposed
workshop risks with Execulive
Team

Conduct anoual Risk Assessment
Waorkshops
{oross lunctional groupst

Dasbboard

{Jm{ﬁ&é{ Guartarly
Exocutive Team
Hedfrash of Bigk

e

Understarnd Strategy
st Biperiion

Enterprise Risk Management Report
Audit Commitiee Meeling

centify Risks
angd Dontrols

MAJOR SCTIVITIES

: Asseas Plan Actions

Wicenior and improve

Page %of 11
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Appendix 2 - Risk Assessment Criteria

During workshops, management used the following criteria to assess the Likelihood / Velosity,
impact and Conirol Effactivensss of pertinent risks.

RATING | DEFINITION | GUIDANCE

Minimal impact on achievement of cbjectives. Operations and reporting

1 Insignificant processes are largely unaffected,

Minor impact on achiepvement of objectives. Operations and reporting

2 Minor progcesses condinue with minor challenges.

Moderate impact on schisvement of objectives., Operations and
3 Moderate reporting processes gxpedence chalbenges but continue to sperate,
Bome reputation damage ccours but can be managed.

Major impact on achiovement of objectives. Operations and reporting
4 Major processes are significandly challenged but condinue o operate. Soma
non-compliance issues coourn. Reputation damage ogours,

Significant impact on achievement of objsctives, Organization is unable
& Catastrophic to conduct aperations and reporting processes or comply with laws and
regulstions. Bignificant damage to reputation,

% ; Rarg Yery low probability that the risk will ooour {10% probability}
2 ' Lintikely Low probability that the risk will soour {25% probability}

3 Possibls BModarate probability that the risk will ocour {80% probabitity}
4 Likely High probabilily that the risk will ooour {75% probability}

5 Alnost Ceriain Yeory high probability that the risk will nosur {30% probability}

4 Very Preparsd Organization is very wall prepared to respond
2 Propared Crgamization is prepared o responid
3 Somawhat Organization s somewhat prepared to respond
Prepared
Rindrmoum e _— o
£ Preparation Crganization has mindmum preparation in place to respond
5 Mot Prepared Crganization is not prepared to respond
Erdarprise Bisk Management Report Page 10 of 11

Aucit Commitiae Meeling
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Appendix 3 - Risk Appetite Scale

RISK APPETITE SCALE

What is the degree of risk, on a broad level,
that the AESO is willing to accept In pursuit of its objectives and strategies?

5

When faced with multiple

Overall visk- Willingness 1o accept lingness o
taking philosophyluncertain outcomes joptions, willingness to trade off against
or period-to-pericd  [select an optionthat puts  lachisvement of
varigtion objectives ot risk other obiectives
L Open Will vake justifiediFully anticipated Will choose option with Willing
risks highest return or benefit
accept possibility of fatlure
4 Flexible Wil take strongly [Expect some Will choose to put atrisk,  [Willing under
fustified risks but will marsge impact right conditions
3 Cautious (Preference for  [Limited Will accept if limited, and | Prefer to avoid
safe delivery heavily cutweighed by
henefits
2 Minimal [Extremely Low Will acceptonby if With extreme
Conservative essential, and limited reluctance
possibility f extent of
failure
i Averse  ["Saored” Extemely low Wil select the lowsst risk  {Never
Avoidance of risk option, always
i5 oore

Entarprise Fisk Management Report
Audit Commities Meating

Page 11 of 11
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SAMPLE RISK APPETITE STATEMENTS

Risk appetite is the amount of risk, on a broad level, that [client] is willing 1o accept or retaln in pursult of
value. it reflects the Institution’s risk managemend philosophy, and in um has an influence on bath the
culture and operations of the orgenization. Risk appetite is an important, forward-looking perspective
because it

«  Serves as a guide fo the organization when determining how much risk is acceplable
» I used ag a benchmark during the strategy and goal setting process.
Yarious options for Risk Appelite Slatements are avallable and are described in this document

Option 1- Heat Map

{chent] currently “describes” its risk appetite on a qualitative basis as anything that is rated either “High” or
Very High” as depicted by the orange and red squares in the Risk Heat rap, This overall interprets as the
institution having a low appetite for risk even 1o the point of being called risk averse. The limitation of this
option is that the same risk appetite is applied as the lens through which all decisions within the Instilution
are being made, whether they relate Io finarces, the haalth and well-being of students and steff or the
opportunity presanted by research funding bodies. It is & simple statement and understandable to most
stakeholders.

Baskdual viek (0Wib Mitgathm}

Pagetof 4
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Option 2 ~ Individual Risks

A& fourth oplion would be 1o alincate risk appelite statemants on an individual risk basis oz follows:

Stakaholders -

. - Provincial Governenent Oversight and Regulation Moderate Accep
Govarnment : \
& Ervolment Enroiment Management Yes Mitigals
Fé‘gémﬁe o . . .
. nances and investments Impacted by Me .
3 Market {“:i & %‘\ arsd investments impacted by Market Yeos Nitigate
Doy . Fluctuations
- Fluctuations
4 Fnance- . Reduction in Provinoial Grant Funding Mo Accept
- Funding
- Finsnce - External Support for indiract Costs from Tri- "
& ¢ . ) Yo hitigate
Funding : Agencis and Other Sourges ¢ 98
§ ! stxarfma i Difficully i Mesting Fundralsing Goals Yes Mitigals
Funsling
nformation Mitigate /
7 Technology - - Systems Security Threat Yeg LS
. Sharg
Senurity
8 irzfﬁsrrr?azm {ngamty 0 inittate and Absorb Major Sysiem  Modoiile Modaat No Accept
| Ssourity Changes :
¢ L%Eﬂf A Breach of Privacy Yes Mitigate
Compliance
- information ‘ " . . . v ‘ ;
1B Situfizjm - Cloud Computing -~ Privecy amd Security lesues Modwate  Bloderate Mo Accepd
b : :

Option 3 ~ Risk Categories
Ancther option would be for [client] o develop risk appelite statements for the key drivers of the
organization. An example s provided below.

Page 20of 4
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Academic; [client] is witling 1o accept risks and pursus opportunities that will assist in placing [client]
in the upper 20 percand of 3 national st of comparable programs as judgsd by peer evaluation,

Studenis: [client] is willing to accept risks and pursus opportunitins that will assist fofient] in attracting
and retaining high quality national and intemations! students.

Research: [client] is willing 1o accept and pursue risks in support of oparations so long as i does not
jeopardize the achievement of the priorities stated in the Strategis Ressarch Plan

Health and Bafety: [client] is not willing 1o accept risks that may Isad to potential injury or death of
faculty and staff, students, or visitors as a dirsct result of an action or inaction by [client].

- Financial: [olient] is not willing to accept risks that could msult in financial loss {shorfall of revenue |
- aver expenses} or foregone ap;mrmmty of $xbd per event or pro;zgci ;;er annum.

: ﬁmg oyees: [cleni] iz willing to accept risks and pursue apmﬁmzﬁ@s in wpmﬁ of pramns 0
long as doing so doss not adversely impact the recruitment and retention of facully and staff and
~resufls in annual employes umnover of greater than X% for senior leaders or critical faculty or staff
| regourcs z:cmgseifmc es. 5

Option 4 —~ Strategic Objectives

As an alternative, [clisnt] may define its rsk appetite on a more defined scale salecting ons of the
descriptors below:

k Avoid [ Mot willing 1o accept risks in most clrcumsiances

2 ” Mi){i%t - .W mg m aaaept some vigks in omam czr’wmsmn&es

3 | | Mo&:ﬁamw ” ‘W mfg m acsa;zt r;&ks amd psr&ua appcrium’zms

‘:3‘ - Aggmwwe - Wﬂmg io acnegﬁ ::zp }cartuzzmes ";aa;mg hzgh ighar&n’t risk

Fisk za;:petits statemzmts; could be stated as follows "

! These axarmples are based on the four goals preserded in UVid's 2012 Strategic Plan and are provided for
fustrative purpuses anly. Qur undersianding is that UVic is working on its 2018-2023 Sirategic Plan, which is
axpacted b be drafted by the end of the 2017, and finalized by June 2018

Page 3of4

IESO-N-0010414



Poople

Quality

Cormmunily

- Resources

Competent Faculty
aryd Staf/ Talented

- Studsenis

Education, Resegroh
Program, and Student
Buceess

Cormmunity
Recognition

Resources Generated

. § Sustaingble

Stewardship of
Rasources

4
{Agoressive)

2
{Modest)

3
{Maoderate}

1
{Avpid}

mdged by peer evaluation.

We are willing 1o acoept risks and pursus
gpportunities In recrulting and refaining
talented students, facully and staff and to
- support them in ways that allow them o
achieve thelr highest potential.

- We are willing to accept some risks {n

catlain sircurmstances) owards placing

Cfclient] In the upper 20 percent of a

national set of comparable programs as

We ars willing 1o acoept some risks and
pursue opporiuniies o sstablish jollent]
as a recognired comersiong of the

- corrmmunily, commitiad o the susiainable
- sodial

cutturald and BLONOMIC
daveloprment of oWy region end ow

- ration.

CWe will not accept risks {in most

cireumsiances)  that  could  impact

- [client]’s ability to generale the resources

nesessary from both public and private

Csoumes 1o allow us o achisve our .

obisctives  antd o steward  those

Page 4 of 4
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Risk appetite snd risk toleranus slatennyds FOTF-1138, T4 R Mg

illisTowers Walson §0*1*ld

The surprising inconsistency of risk appetite and risk
tolerance statements

March 17, 2017

By Dave Ingram

Risk appetite and risk tolerance are perhaps the most important, but at the same time the most confusing, and even
aimost mysiioal, topics in enterprize rink management,

A Europsean observer told me recently that he thought that everyone had one by now A fow years ago, rating agency AM
Best, which actively collectad them from all the insurers they rate, found that fewsr than half of insurers {mostly US) had
adequate risk appetite statements. Most recently, AM Best has placed their request for a risk appetite statement as the
very first guestion on thelr Supplemental Raling Questionnaire, and the question is followsd by a quarter pags of blank
space. Obviously, not a simple ves of no answer s required,

Bat there are not even olesrly accepted definitions of the bwo terms, risk appetile” and "risk {olerance,” so for this article,
we will use the definitions provided by the National Association of Insurance Commigsionsrs (NAIC) in thelr ORSA
Guidance Manust

Risk appelite: Documents the overall principles that s company follows with respect to risk taking, given iis business
strategy, financial soundness oblectives and capital resources. Often stated in qualitative terms, a risk appetite defines
how an arganization weighs strategic decisions and communicales its strategy to key stakeholders with respect o risk
taking. it is designed to enhance management’s ability to make informed and effective business decisions while keeping
risk sxposuras within acceplable boundaries.

Risk tolerance: The company’s qualitative and guantitative boundaries around risk taking, consistent with s rigk
appetite. Qualitative risk folerances are useful fo describe the company's preference for, or aversion 1o, particular types of
risk, particularly for those risks that are difficult to measure. Quantitative risk tolerances are useful to set numerical imits
for the amount of risk that a company is willing 1o take.

S0 what are insurers actually doing? In 2018, Willls Re performed a study of 48 {mostly US. based) insurer rigk appelite
and tolerance statements, and the clear conclusion is that there is low consistency among those insurers regarding the
poncepts that they express with thelr statements.

We identified thirty differant concepts thal were included by bwo or more insurers. The most common concepls were
included in less than 80% of the statements and only four concepts were found In more than half of the statements! So at
this point, it can clearly be concluded that these 48 insurers did not all work off of the same template, and are actually
expressing their own independent opinions about what pringiples they will follow in their risk management, and how they
gxpress thelr risk preferences and limits,

Risk Appetite

Hare arg the most common concepts found i the 48 statements:
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# Concept Porcent Deflinition
1 Linkage between Strategies, 55% Usually a broad statement that Risk Appetile and Risk Management
Risk and Risk Management are consistent with business strategies or plans with few spacifics
2 Owerall Security Objective 43% A simple verbal statement about thelr oversll security {or surplus)
objective
3 Diversified nvestments 35% Ower a third of insurers fell that this was a vital part of thelr risk

management strategy

4  Risk Trajectory or Targets 33% Cualitative statement of where they e headed
&  Primary strategies for major 25% insurers point out that they have ditfferent sirategies for different
risk calegories sategories of risks

&

o netween Shrategies, Hisk and Hisk Management

e

Mot Ny

The risk appetite statement can be the primary connection between the strategies and objectives of a firm and its risk
taking/risk management. Just over half of insurers explicitly express this obipctive as part of thelr risk sppetite statement.
in some of the companies where this is not stated {and probably In some where it is) risk and risk management are trested
as separate from company strategy. Sometimes, s treated ag a compliance exarcise and in other cases rigk
management sirply Tollows its own track indepsndent of the business plans.

hiecty

On reflection it seems difficult to document the overall . . i
principles that the company tollows with respect to risk More than half of the 48 insurers did not §
taking without at Izast mentioning that the company has include an overall security objective. .
an overall security objective. But more than half of the 48 #

mswrers did not include any such statement. From our

observation of the nswance sector over the years, we would say that insurers operate within one of four broad levels of
security objectives:

= Hobust - enough capital 1o maintain a secure level of capital after a major loss svent,

= Secure - enough capital to satisfy sophisticated commercial buyers that vou will pay claims in most situations by
providing for the maintenance of a viable level of capital after a major loss event,

+ Viable - enough capital to provide for a single malor loss evant and 1o avoid reaching the solvency level with
“‘normal” volatility. These companies generally operate comfortably in a market where customers are not focused on
assessing thelr insurer's financial strength — sectors such as personal auto and health insurance.

= Solvency - enough capital o survive under normal volatility, A major loss event would render these insurers
insolvent. US. insurers in this group sffectively usa the regulator's risk based capital authorized control leved as their
risk capital standard.

Many companies can be seen (o operate within one of these four bands for years, while others might drift around as a
sconsequence of uneven eamings and business growth, With a risk appetite statement that includes their overall security
abjective, an nsurer can communicate where they want o operate.

ftnsfiwweewiilistowrswsteson pamfenfinsigda 201703 risk-appetits-and-risk-inlersrus-siglemanis Page 3ot &

IESO-N-0010414



Hisk apnetits and rigk tolerancse wlglemants V7113, HRAR P

5
Byl

7 e o oo g s § 3 [ SNPNINE & i4 g O s
Loncent 3 - Diversified Investiments

3

]

£

#

By the me we gel {0 just the third concept on the risk appetite s, we only have 35% of companies including this notion.
Only a very few insurers are running hedge funds with the monsy that they hold for reserves and surplus. No harm in
proclaiming that you are not one of those cowboys, but no great banefit for most.
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This is an idea that we have stressed with insurers for a number of vears now: that they ought to know and comnuiicate
whether they plan to grow risk faster than surplus, grow surplus faster than risk or 1o keep them iy balance. When asked,
only a few insurance company executives cannot say which is thelr intention, but only one in three insurers bother o
mention it in their visk appetite statement.

M B N
Lo

%D e o w5 Gt g oo NI A paravey Ehioede 4 B oy 95 5 SR
y - Primary Strategles for Major Risk Categories

This iz actually what cames to my mind when | first read the NAIC definition of risk appetite. For each major olass of rigk
{eg. underwriting, investmaent, operational and strategic}, your primary strategy will 1o be explcit, manage, minimize or
avold the rigk from that category. For some categories, underwriting for example, insurers will tend 1o have different
strategies for different underwriting risks, terrifories or sources of business. Only one in four of the insurers in the stugly
agreed that they should be communicating thal selection of strategy in their risk appetite statement. | might argue that the
process and oriteria {or choosing these individual risk strategies are indeed the real undamentals of the risk strategy of
the firm.

Risk Tolerance

sranne stataments

# Concept Porcent  Definition

1 Surplus ~ Risk 57% Often stated interms of the overall Risk Metric. Somatimes used another metric
Limit

2  BRating fotayat Companias sald that maintaining a rading was part of thelr rsk tolerance

3 Regulalory 55% Statement aboutl maintaining compliance with regulatory capital requirements

4  Surplus Loss 48% Most offen siated as a percantage reduction in surplus that was the maximum loss
Limit that could be tolerated

5 Risk Metric 48% Maost often Value at Risk. Several insurers using Total Exposure
Used

Hisk tolerance is much less mystical than risk appetite, and therefore, there was much less dispersion among the
responses. But those responses were by no means consistent. While the top 5 answers averaged a much higher level of
usage compared o the top risk appetite concepts, they only averaged a little over 50% of participating firms,

Concept 1~ Surplus - Hisk Limit
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This might be siated as the lkelihood of exhausting
surplus entirely, or, as the likelihood of maintaining a
certain level of surplus. This is what is expected from a
risk tolerance statermnent. Only about a third of companies
in the study had an earnings risk tolerance. That is where
vou start 1o get the disconnect betweean risk
management and company strategies since most company strategies are more tightly linked to sarnings than surplus,
while it appears from these risk folerance statements that more ERM programs are more closely linked with surplus.

&
Only about a third of companies in the study §
had an earnings risk iolerance.

Concept 2 ~ Rating

That overall security objective mentioned in the risk appetite discussion above is most often tied o a rating level. While the
rating process provides simple guantitative goals, it also is tied 1o a qualitative slement inside the rating agenoy.

Concept 3 - Regulatory

Depending upon the company's overall security objective, this may be a "push® objective or it may have real bite for
insurers with a "viable" or "solvency” security objective. Especially Tor closely held firms, It halps 1o state this element of
their risk tolerance ang get buy-in from the owners.

F v o o B e B s B omomeme § Sl
Connept 4 - Surplus Loss Limit

My first impression was 10 dismiss this concept out of hand since it is not actually a “risk” tem; it is an after-the-fact fmit,
But upon further reflection, this concept can be an acknowledgement that our view of the future, which is needed to form
aview of risk, is not always correct. The surplus loss mit provides the point at which the gambler walks away from the
table, because he clearly does not really understand the rules of the game. Our models may be telling us that “risk” is not
oo high, just as bankers’ risk models might have told them that thelr capital was sufficient at the height of the financial
crisis. So | have come 1o admit that a surplus loss limit is a healthy part of a risk tolerance statement and 48% of the
nsurers in the study agree.

ke & &

Py eyl 8 Polemle B8 ool § Bon el
capt § - Hisk Metric Used

Maybe only the quants care about this one ~ this is another ftem that | did not immediately consider 1o be of any
significance. But, as | was sventually confronted with 23 risk tolerance statements with a disclosure and 25 without,
found that 1 was just a little more comfortable with the disclosers, | was imagining that thelr management team might be
more familiar with the terminology and therefore more able to interpret and use their model output.

Other top concepts found in the visk tolerance statement were limits to individual risks, operational risk limits, the
importance of monitoring risk levels, and, the time frame over which risk is assessed.

Less than one in four insurers in the study included any mention of which risks they will write, even though that concept is
suggested in the NAIC definition.

Allin all, we found 30 different concepts that were used by more than one insurer in either the risk appetite or risk
tolerance staterments. The average insurer included only 8 of the 30 concepts. And one firm rang the bell, including all 30
concepts in their lengthy risk appetite and tolerance pamphiel. In the past, the insurer had experienced severe losses and
survived. its leadership felt that getting risk management right was not compliance, nor window dressing, but rather, that it
was fundamental {o thelr long-term survival,

Dave ingram is executive vice-president and head of ERM Advisory Services at Willis Re in New York.
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