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Preface

The Risk Oversight and Governance Board ROGB of the Chartered Profes

sional Accountants of Canada CPA Canada has commissioned this publication

20 Questions Directors Should Ask about Internal Audit to help directors over

seeing the internal audit function understand the rapidly changing environment

in which their organizations are operating The publication can also be used

by management and members of the internal audit community to guide their

discussions and prepare for interaction with their boards

This 20 Questions addresses the increasing number and complexity of risks

facing organizations and focuses on how internal audit must adapt its role in

order to build value while helping to mitigate these risks

The publication identifies the most important questions a board should con
sider in order to effectively oversee internal audit The questions and responses

reflect leading industry practices as well as The Institute of Internal Auditors

IIAs Standards for the Professional Practice of Internal Auditing

The author has approached the questions and responses using various concepts

of value as a central framework throughout the 20 Questions The fundamen

tal question of whether a particular organization should have an internal audit

function is explored up front This then sets the stage for an indepth examina

tion of several key areas that impact the internal audit function

Mandate

Relationships

Organizational design and resources

Reporting and communication

Evaluation of the internal audit function

In summary this publication provides an overview of the responsibilities

of directors in overseeing the internal audit function in an environment of

increased expectations of the internal auditor
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ntroduction

Since the original 20 Questions Directors Should Ask about Internal Audit

document was published the complexity of the risk universe facing organiza

tions has changed substantially Reasons for this include but are not limited

to growing cyber based issues eg security mobile technology social media

emergence of big data increasing regulation uncertain economic and political

situations focus on sustainable development and the environment and fre

quent natural disasters This has resulted in higher expectations of the internal

audit function

Boards and management teams should expect their Internal Audit depart

ments to adapt to this new environment The revised 20 Questions Directors

Should Ask about Internal Audit acknowledges this changing landscape

addressing fundamental questions about the functions evolving role in gov
ernance risk and compliance presenting challenging questions about the

future value that Internal Audit can provide The questions and responses are

designed to comply with IIAs Standards for the Professional Practice of Inter

nal Auditing MAs Standards as well as leading internal audit practices They

are meant to be the basis for an informed discussion amongst Board members

management and the internal audit function itself about the aspirational con
cepts underlying how internal audit can adapt to the new expectations that are

being created for the profession

A key theme throughout this revised edition involves the concept of building

value There is an ask of many Internal Audit departments to evolve cre

ate and preserve sustainable value for their stakeholders The term value

has many competing definitions Does it involve helping the organization to

more efficiently and effectively pursue its strategic priorities Is it focused on

supporting the organization on key initiatives such as new products mergers

and acquisitions and business transformation initiatives Or does it equate to

providing assurance over compliance with external regulations and internal
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20 Questions Directors Should Ask about Internal Audit

policies and procedures The answer to these questions will depend on the

nature and complexity of the risks that an organization faces and the level

of involvement that it feels the internal audit function should have in helping

management address them and Boards gain assurance about them

NOTE This document is written for the governing body or committee that

is responsible for internal audit Although this is typically the Audit Committee

in small or privately held companies it could be the full Board In this document

we refer to either interchangeably as the Board
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Mandate

Should our organization have an internal audit
function
Boards are recognizing the complexity that increasing governance

expectations emerging risk and new regulation can add to their

accountability Independent assurance and advisory services can

play a critical role in helping them discharge their governance

responsibilities

If you are a Board member for a publicly traded entity this is almost cer

tainly a moot question Should your organization be without an internal

audit function the decision to introduce this capability is an important

consideration for you from a governance and operational perspective

Internal Audit can assist you in discharging your roles and responsibilities

by providing you with a level of independent objective assurance regard

ing the quality of controls over the risks to the organization An internal

audit function can help your organization manage its risks processes

and controls impacting key strategic goals and objectives mitigating

scrutiny by regulators and if desired assist management in providing

its assurance over fraud and financial reporting controls

The size and maturity of your organization are important factors to con
sider as internal audit is not a requirement for all organizations Boards

of smaller organizations may believe that sufficient comfort is already

being obtained through the oversight currently present at the organiza

tion For example selfmonitoring direct supervision by the owner
management information system security and health and safety checks

are all forms of potential oversight Therefore smaller organizations may

already have an acceptable level of assurance inherent in their existing

risk management arrangement without requiring a designated internal
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20 Questions Directors Should Ask about Internal Audit

audit function Nevertheless Boards should seriously consider the value

that independent assurance and advisory services provides in helping

them discharge their governance responsibilities

Boards of smaller growing organizations should consider the added

risks that encompass expansion and whether they can benefit from the

independent assurance and advisory support that can be provided by

an internal audit function For instance organizations entering into new

markets of developing new lines of businessproducts an internal audit

function can help prepare for the increased risk landscape and provide

management their insights as the associated processes and controls are

developed

Complex businesses may face risks which require a heightened level

of oversight monitoring and expertise They typically have a complex

risk management arrangement that necessitates the need for having an

independent internal audit function that tests the design efficiency and

effectiveness of its control environment

What is the Boards role and responsibility with
Internal Audit
The Board should have an understanding of what they expect from

internal audit to be in a position to maximize the relationship with

the function

The following sets out typical responsibilities of the Board with respect

to internal audit

Approve the internal audit functions charterand review periodically

to ensure it provides the appropriate independence and mandate

Participate in the appointment evaluation replacement and compen
sation of the Chief Audit Executive CAE
Ensure there is an open direct relationship and ongoing communica

tion with the CAE
Approve a riskbased internal audit plan review the process used to

develop the plan and gain an understanding of why other potential

audits were excluded from the plan

Ensure internal audit has sufficient resources and budget to execute

the audit plan

Require the CAE to regularly report on the status of the audit plan

and results of internal audit activities and

Invite the CAE to attend regular Audit Committee meetings including

in camera sessions

I ESON0022357



Mandate

In addition although it is acknowledged and agreed that management

and the Directors are responsible for determining the appropriate strategy

for the organization Boards must consider whether they want internal

audit to have a seat at the table during such discussions Leading inter

nal audit functions can provide their Boards comfort that the right risks

are being considered and discussed relating to the proposed strategy

and any outcomes of its success However Boards need to ensure that

internal audits seat at the table is limited to an advisory role and not

as a direct participant to ensure internal audit is not in a decision making

capacity or performing a management function which could impact its

independence and objectivity

What strategy and culture should Chief Audit
Executives create for their departments
Boards should consult with the CAE to agree upon the type of strategy

and culture that is most appropriate and valuable for the organization

As the leaders CAEs are responsible for shaping the strategy and culture

of their internal audit functions Strategy in this context refers to the

value proposition that the internal audit function creates in relation to the

strategy and objectives of the organization and how this will be continu

ously sustained and improved over time This strategy should include

Foresight

Insight

Hindsight

Looking towards the future to determine what

are the most relevant and probable risks fac

ing the organization that may interfere with the

organizations strategy and objectives

Proactively seeking out best practice for

continuous improvement of risk management

controls and the capabilities of the internal

audit function

Providing independent assurance over how

effective and efficient the risk management

program and controls have been to date

Culture in this context refers to the common ideals philosophy and

behavior of the internal audit department Effective crucial cultural ele

ments that Boards should look for in an internal audit function include
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Integrity and ethics Planning executing and reporting audits in

an unbiased and balanced manner escalating

ethics issues to the appropriate level of man
agement and the board when required and

generating findings and recommendations

that are supported by evidence

Risk focus Alignment of audit plan to strategic plans

and their corresponding risks and a dynamic

approach to scoping and conducting audits that

addresses business level risk arrangements

Cost effectiveness Maximizing impact with a fixed budget through

prioritization an effective resourcing model

efficient audit processes and standardizing

processes where possible

Quality and innovation Bringing to bear the appropriate skills to

conduct value added audits a robust quality

assessment process and conducting audits

using the most relevant technologies and

practices available

Service culture Working with its clients the businessprocess

owner to develop practical actionable solutions

4 How does Internal Audit maintain
its independence and objectivity
Independence and objectivity Is required for the board audit commit
tee and external parties to place reliance on the work completed by

internal audit

In order for the IA function to execute their role in an effective and

efficient manner the Board and management must be confident that

there is a pervasive and sustainable level of independence and objectiv

ity within the team itself with co sourced audit resources and across all

IA activities

Of the CAE and IA team The Board will expect and look for evidence

that the CAE has recruited and lead a team that performs its duties with

objectivity independence strong moral character candor and fairness
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Mandate

with all work completed The Board should regularly remind IA that it

is their eyes and ears into the organization and as such independence

is critical

Attribute standard 1100 of the IIAs Standards defines independence as

freedom from conditions that threaten the ability of the internal audit

activity to carry out internal audit responsibilities in an unbiased manner
and objectivity as an unbiased mental attitude that allows internal

auditors to perform engagements in such a manner that they believe in

their work product and that no quality compromises are made Does IA

have a motive to be influenced by management in reporting their find

ings Can management exert inappropriate expectations Establishing

a formal functional reporting relationship from IA to the Board and

demonstrating ongoing support and guidance to IA significantly reduces

this risk

Of any IA co sourced resources The Board should expect and look for

evidence of service providers that avoid conflict of interest between their

clients interests and their own in addition to the traits listed above for

the IA team and process Is the service provider shaping its findings in

order to gain followon remediation revenues The more independent IA

is in choosing its service providers and the closer they are managed the

less incentive and opportunity there is for the service provider to put its

interests before the organizations

The IA activities The Board should expect and look for evidence that IA

processes are designed to identify validate and report significant unmiti

gated risks to senior management and the Board

Internal audit should establish policies that promote these behaviors

and conduct ongoing monitoring and training Boards can gauge internal

audits integrity objectives and performance through discussions with

the CAE as well as through examining the results of external quality

assessments
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Relationships

What type of relationships should Internal Audit
develop with its stakeholders
The Board should be satisfied that internal audit has an effective

working relationship with management the external auditor and

third parties required to meet the audit plan

Internal audit is required to balance the needs and expectations of

a number of stakeholders A list of key stakeholders is described in

the following table

takehoi der Nature of relationship with Internal Audit

BoardAudit
Committee

The Audit Committee of the Board if present is most

commonly responsible for overseeing IA and providing

guidance and direction Its responsibilities typically include

reviewing and approving the internal audit mandate and audit

plan ensuring that the internal audit function is sufficiently

resourced to carry out its responsibilities and maintains the

right culture supporting internal audit in fraud related mat
ters and maintaining a direct and open line of communication
with the CAE It is important for Audit Committees to meet
with internal auditors in camera at least a few times each

year since this reinforces internal audits independence from

management as well as gives them an opportunity to discuss

sensitive issues and topics without management present It is

equally important that the CAE and Audit Committee Chair

to consider getting together informally in order to strengthen

their relationship

Leading internal audit functions also have relationships

with other relevant committees of the Board beyond the

Audit Committee ie risk finance governance etc where

appropriate
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12 20 Questions Directors Should Ask about Internal Audit

Ste kehol de Nat we of relationship with Internal Audi

Linesenior

Management
CEO CFO Other
ELT members

Enterprise Risk

Management ERM

Other assurance

functions

External Auditor

Internal audit requires cooperation and collaboration with

senior management in order to carry out its plan The board

should be satisfied that there is an effective working rela

tionship between management and internal audit This will

increase the likelihood that internal audit work will result in

observations and recommendations that are valued by the

business and contribute to a culture of continuous improve
ment of the organizations strategic and operational processes

including the man management of risk

The ERM function supports management in identifying and
managing risk The board should ensure that internal audit is

incorporating the appropriate ERM outputs into the develop
ment of its audit plan IA should develop a strong relationship

with the ERM team As part of its oversight responsibili

ties however internal audit must also provide assurance to

the board and senior management that ERM activities are

effective

Internal audit should leverage the work of other assurance

functions eg compliance health and safety and determine

the level of reliance that can be placed on them when estab

lishing internal audit coverage required in these areas

External auditors consider IAs effectiveness as part of their

assessment of the control environment They may also rely on
the work of IA to test certain internal controls

Internal audit is required to manage a number of stakeholder relation

ships often with competing needs The CAE should appropriately

balance these needs and expectations and periodically assess internal

audits performance relative to them

6 To whom should Internal Audit report
Internal audits independence both real and perceived is optimized

when it reports functionally to the board or to the audit committee

of the Board

Internal audits independence from management is important to fulfill

ing its mandate to provide objective assurance over the organizations

governance risk and control activities The IIA provides guidance on

maintaining independence stating that it is considered to be good

practice when the CAE reports functionally to the Board and adminis

tratively to management The functional reporting relationship to the

Board allows for Board involvement in key decisions such as approving

the internal audit plan and budget as well as approving the compensa

tion and appointment or removal of the CAE Internal audit is responsible

IESON0022357



Relationships 13

for engaging the Board on key decisions involving the people processes

technology and structure of the function as well as interpreting signifi

cant audit findings Other Board committees may have an interest in

hearing from internal audit periodically as well This could include the

Risk Committee regarding coverage of applicable operational risks

IIA guidance indicates the higher the better when it comes to deter

mining IAs administrative reporting relationship The most common
administrative reporting relationship of the CAE is in order of recom

mended practice to the CEO Senior Legal Officer and then CFO
The individual to whom the CAE reports administratively can have

a significant impact on the functions profile and influence within the

organization A reporting relationship to the CEO can benefit the func

tion in advising and working with operational departments that align

closely with the organizations core strategic objectives Good gover

nance advocates that care should be taken to ensure IAs independence

and objectivity can be maintained notwithstanding its administrative

reporting relationship

The administrative reporting relationship to management is important

as it enables internal audit to operate on a day to day basis without

direct board involvement and provides the basis for internal audits

role as an independent collaborative trusted business advisor to

management

How can the Board optimize its relationship
with the Chief Audit Executive
The relationship between the Chair of the Audit Committee and the

CAE Is critical for Internal Audit to maximize its value to the Board

A strong relationship between the two individuals will enable healthy

and honest discussions

A 2013 paper published by the IIAs Research Foundation titled The
Audit Committee and the CAE Sustaining a Strategic Partnership dis

cussed the importance of a CAE and their audit committee chair to have

an open trusting relationships and suggested four opportunities for these

positive interactions to be developed

Attending training programs together

Sitting in on webcasts targeted at both CAEs and audit

committee chairs
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14 20 Questions Directors Should Ask about Internal Audit

Getting together for openended discussions on an ongoing basis

perhaps even during the evening or on a weekend

Jointly visiting business sites to foster mutual understanding

of operations and business issues
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Organizational Design
and Resources

8 Is your IA function agile and prepared
to continuously improve as needed
Forward looking internal audit functions are continuously asking what

capabilities are going to be needed to meet future expectations

Boards should not only gain comfort over the IA functions strategy but

should also determine whether the IA function is agile enough to deliver

this mandate

Boards should look for the following characteristics in an internal audit

function

Agility As an organization changes so should internal audit The

design of the function should be responsive to new risks that an

organization faces as it evolves and grows IAs staffing must match

its Audit Plan as well as the organizations risk profile in terms of

skills and experience This starts with recruiting the right people and

can then be enhanced through training and education programs

for the core internal audit team as well as the ability to leverage

internalexternal subject matter expertise when required It is also

critical that permanent IA staff at all levels be involved in a diverse

range of assignments to help them gain a broad perspective on the

organization

Staff development and subject matter expertise High performing

internal audit functions have had great success with job rotations and

utilizing guest auditors Job rotation assignment outside of internal
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16 20 Questions Directors Should Ask about Internal Audit

audit allows internal auditors to broaden their perspectives and

become more wellrounded professionals Job rotations also solidify

a collaborative working relationship between IA and the business

areas they are responsible for auditing For non internal auditors sec
onded from other departments rotations into internal audit provide

opportunities to broaden their experience and knowledge and to

appreciate the contribution and valuable work of internal audit Guest

auditors are often used to utilize subject matter experts although it

is critical to find individuals who are independent from the area being

reviewed

Continuous improvement Does internal audit challenge itself to

improve the relevance effectiveness and efficiency of its work

including how it interacts with and supports the various stakehold

ers Also when internal audit conducts and reports to the board

regarding internal and external assessments this is a good sign that

they are constantly striving for improvement Benchmarking within

your industry or with other internal audit groups can be a great

source for best practices and opportunities to share with leadership

and the audit committee

Organizations may also consider using parttime staff contractors and

outsourcing arrangements rather than hiring a fulltime team in order to

recognize the need to scale the functions to the size of the organization

9 What qualities should a Chief Audit Executive
possess
A CAE must be a leader with high integrity courage executive pres

ence a strong understanding of the business a desire to learn the

ability to manage expectations and influence and be an effective

communicator

The traditional qualities of the CAE are typically focused on strong

leadership interpersonal organizational and analytical skills CAEs are

role models for their IA teams and set the tone in terms of how their

departments operate and interact with their Boards and the rest of their

organizations They know that the strength and effectiveness of their

teams are critical to their departments success so they build the right

team and have sufficient interpersonal skills to motivate and empower
the individuals to succeed in achieving IAs objectives
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In addition to the qualities listed above modern CAEs have developed

an ability to manage two rolesthe more traditional assurance role

as well as an advisory role Managing both roles requires salesmanship

diplomacy humility assertiveness and an ability to earn the trust and

respect of the stakeholders they are working with They are also flexible

and responsive and recognize that the IA function must continually

review and assess whether it is aligned with new risks and organiza

tional changes

Boards should look for someone who can be viewed as a leader not

just within their department but across the organization as a whole

In these cases Boards should insist that management include the CAE

in any leadershipplanningstrategic type meetings or discussions to

allow IA to be mindful of current and emerging issues and priorities

affecting the organization Ask yourself Does my CAE have executive

c suite presence

10 What new capabilities are leading internal audit
functions developing today
Emerging risk and best practice internal control trends should dictate

what new capabilities your internal audit group should invest in such

as data analytic expertise and cyber security knowledge

It is critical that IA functions develop and continually update their skill

set to keep pace with the challenges facing their organizations being

industry trends new productservice offerings new business partner

ships etc Assembling the right skills is dependent upon the risk profile

of your organization and the audit strategyplan developed to provide

the Board assurance over the controls in place to mitigate risks to an

acceptable level It is critical that the skills assembled must be aligned

with that needed to successfully execute the audit plan Leading internal

audit functions recruit staff with a variety of backgrounds and profes

sional experience to match the operations and risk areas of its company

for example engineers actuaries information technology healthcare

Before approving the audit plan Boards should ask whether the skill

set assembled in the IA function is sufficient to successfully execute the

audit plan

New capability such as data analytics is becoming very popular with

internal audit functions for specific audit testing continuous monitor

ing and auditing and it is also being used for predictive analysis As
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18 20 Questions Directors Should Ask about Internal Audit

technology and software becomes more sophisticated and user friendly

the use of data analytics will continue to grow Internal audit functions

either have an inhouse data analytics expert or outsource this capability

to a third party

Organizations are also seeking greater capability within internal audit to

support IT governance and cyber security Some of the key risks related

to this are cyber attacks that disrupt business operations or result in

la breach of privacy or confidential data

Every internal audit organization should continually ask what capabilities

will be required to address emerging risks

What are the top priorities in the Internal Audit
plan
IIA Standards require that the audit plan must be risk based and

as such the Internal audit risk assessment is the foundation to any

audit plan

The audit plan must be aligned with your organizations strategic objec

tives to make sure the right audits are performed with the right scope

This alignment will help Internal Audit provide assurance to its Board

that the risks that could impact the success of these objectives are

being adequately mitigated IIA Standards require that the audit plan

must be risk based and as such the internal audit risk assessment is the

foundation to any audit plan At a minimum Internal Audit must gain

an understanding of the organizations key risk areas both current and

emerging that are specific to an organization as well as those that are

inherent to the relevant industry The board should ensure that internal

audit is incorporating the appropriate ERM outputs into the development

of its audit plan Inputs that Internal Audit should consider in developing

an internal audit plan to provide coverage over these key risk areas over

a reasonable period of time are set out in the table below
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Organizational Design and Resources 19

This provides a starting point
as the strategic plan clarifies

the purpose and direction of

the organization which in

turn determines the risks

involved and the associated

risk responses that should be
assessed by internal audit

Consideration should be given
to other assurance functions
with a view to relying on
their efforts as opposed to

conducting internal audits in

the areas they cover

Obtaining information on the top strategic

risks that are identified and managed by the

senior manadement team

Scanning current trends and regulatory

developments

ustry

publ icattots$

Common
Inputs to

develop
plan

44444901

Interview

with board

and annior

anagernont

Gaining their insights on

upcoming strategic initia

tives and the associated
risks and mitigations

Reviewing these docu
ments to supplement the
controls and processes
described by senior

management

The leading practice is to have a multi year strategy maximum 3 years
that includes a detailed rolling 12 to 18 month audit plan Both the strategy

and plan are continuously updated through an ongoing risk assess

ment process in order for internal audit to respond to emerging risks

or issues As it is common for Internal Audit to have a budget decisions

must be made as to which risksareas are to be audited For this reason

the plan should not only set out the audits in scope but also advise the

Board which audits were considered then excluded from the plan as

well as an explanation as to why any key risk areasprioritiesissues are

not in scope

The Board must approve the audit plan and any changes made

to the plan

12 Should Internal Audit place reliance on other
assurance functions
Coordinating with and relying on internal assurance functions reduces

duplication of efforts minimizes audit fatigue and provides a forum

for sharing risk assessment insight and best practices

Organizations typically have a number of different assurance functions

in addition to internal audit These include compliance groups quality

management functions internal control teams that assess controls eg
financial reporting and IT governance groups Also these assurance
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20 20 Questions Directors Should Ask about Internal Audit

groups are a great source of insight on risk assessment and for continu

ously finding out more cost effective ways of providing assurance and

advisory services

Examples of assurance groups which internal audit could work together

with include but is not limited to Enterprise Risk Management IT gov
ernance including cyber security Environment Health and Safety

Security Insurance Legal and Ethics and Project Risk Management

Elements that should be considered as part of the reliance process

include IIA Practice GuideReliance by Internal Audit on Other Assur

ance Providers December 2011

The assurance

provider is clear

in purpose and
is committed
to providing

assurance on
a specified risk

area so that

their work is

relevant to

internal audits

objectives and

scope

The professional

judgment of

the assurance

provider is

impartial

without

inappropriate

interference from
others

The assurance

provider has

appropriate

organizational

process

expertise

education level

professional

experience
relevant

professional

certifications

continuing

education
and reputation

for sound

judgment

The assurance

provider

establishes

and follows

appropriate

policies

programs and

procedures
In execution

assurance work
is appropriately

planned
supervised
documented
and reviewed

Finally results

are based on
persuasive

evidence

sufficient to

support the level

of assurance

The assurance

provider

communicates
results and looks

to management
to take action in

a timely manner
Weaknesses and
deficiencies are

reported to the

person directly

responsible for

taking corrective

actions and to

the members of

management that

have oversight

responsibilities

Once a listing of reliable assurance providers has been developed the

scope of each provider should be mapped to the internal audit plan

This should be presented to the board each year at the same time as the

audit plan so that the board can determine how the various audit and

compliance functions have been integrated into the companys overall

governance risk and assurance framework
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13 How does Internal Audit anticipate and adapt
to emerging or changing risks
Internal audit should be engaging senior management and other

internal and external stakeholders about the latest initiatives proj

ects external trends and best practices on a continuous basis

Organizations navigate a wide range of external and internal drivers

of risk These can include

Business disruption or data loss caused by a cyber attack

Material financial misstatement caused by changes in leadership

Incurring penalties and reputation risk in relation to new regulatory

requirements

Revenue loss due to competitive entities products and services

Credit rating decline driven by economic conditions

Legal and regulatory issues caused by hostile mergers and

acquisitions

Cost overruns caused by change such as implementing a new ERP

system

Financial loss related to major capital projects

Extraordinary expenses linked to changing climates and environmen

tal events

Demand loss due to shifting social and cultural attitudes

Market share erosion due to technological changes and competitive

innovations

Incremental expense related to changes in government leadership

or policies and

Margin erosion tied to shifts in the price of commodities oil gas
and other inputs

The Board should be satisfied that internal audit is anticipating and has

considered the impact of these risks on its objectives strategy audit

plan structure and resources Internal audit should be engaging senior

management and other internal and external stakeholders about the

latest initiatives projects and external developments on a continuous

basis Boards can also play a role in informing internal audit of any

anticipated significant changes on the planning horizon Once known

the Board may want to engage with the CAE to discuss potential

changes to the audit plan
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14 How should management be held accountable
to addressresolve audit findings
Management will always be the first line of defense to prevent detect

or react to risk and therefore they should also be expected to expe
dite control improvements recommended by internal audit

Internal audit is responsible for developing a program to monitor and

report on the status of management action plans resulting from audit

findings This can be done through periodic checkpoints and by conduct

ing followup audits The result is that internal audit has an opportunity

to examine remedial actions in detail and gather evidence to support

managements conclusion that action plans have been carried out and

completed sufficiently The results of these followup actions should be

reported to the Board

Boards should determine whether management is engaged in devel

oping and completing action plans to mitigate the risks associated

with internal audit findings The status of open action plans should be

reported As well significant past due action plans with correspond

ing executive sponsors deadlines and reasons for the delay should be

reported to the board at each meeting When response timelines are not

adhered to by management boards may choose to invite the executive

sponsor to provide an update and revised plan Taking an active role to

hold management accountable will reinforce the boards commitment to

corrective action and send a message to senior management that resolv

ing audit findings is important

There are certain instances where management may decide not to take

any corrective actions associated with an audit finding If this is the case

internal audit should document that senior management understands

and accepts the risk and then highlight this to the board

15 How should Internal Audit deal with concerns
of management and even Board misconduct
The CAE is often relied upon as an independent leader who reports

functionally to the board to help lead or support fraud investigations

this Includes concerns involving management and the Board
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Boards should be reminded that although internal audit is responsible

for considering fraud when conducting audit work in areas susceptible

to fraud and testing the relevant controls management is actually respon
sible for preventing or detecting fraud But what if management itself

is involved

Boards should reiterate the importance of being notified of any activi

ties that indicate management misconduct This communication is easier

when there is open candid relationship between the CAE and Board

fostered by ongoing formal and informal interactions including in camera

meetings Furthermore it is imperative that the Board establish a protocol

that protects the CAE and internal audit when sensitive issues or findings

are brought to their attention

When notification is received the CAE should be asked about the follow

ing background details to determine the next steps required

How reliable is the source Did internal audit observe or detect the

1
misconduct directly

What additional validation if any or audit procedures should be
conducted by internal audit

CI
I

I

Should internal audit recommend that an investigation be required

Does the behaviour contravene the organizations Code of Conduct

What is the potential nature and depth of the misconduct

What is the role of senior management or even the board in the activity

which determines whether IA should bypass management and communi
cate directly to board or external authorities

Once a determination on next steps has been made internal audit can

be leveraged to coordinate investigative activities contain the flow of

information and maintain privilege depending on who from senior man
agement is involved in the suspected activity
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ReportingCommunication

16 What content should Internal Audit
communicate in quarterly reports to the Board
Leading internal audit functions present materials and information

in a succinct clear prioritized manner

Content should be presented in an executive summary format with themes

and trends tied to the organizations key strategies and risk areas Inter

nal audit functions typically report to the Board on at least a quarterly

basis Items reported can include

Observations and findings Significant observations and findings

along with corresponding management action plans to remediate

the findings from completed internal audits should be prioritized and

reported at the Board level This should extend beyond exceptions as

the Board should be asking for assurance that key activities are oper

ating as intended controls are designed well and risks are reasonably

managed The progress of management action plans associated with

prior high risk observations and findings should also be reported

when they become past due

Performance metricsbalanced scorecard It is important to under

stand internal audits mandate and objectives and how they are

performing relative to them Internal audit should report on metrics

that are aligned to their mandate at each board meeting Leading

internal audit functions take a balanced scorecard approach report

ing on performance against the audit plan internal audit practice

management people development and stakeholder expectations
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Risk assessment internal audit plan and resource requirements

Internal audit is responsible for presenting a riskbased internal audit

plan to the board that sets out the functions priorities and assurance

coverage across the organization as well as the resources required

to complete the plan The audit plan should also include any antici

pated advisory or consulting engagements The Board is required to

approve the plan and the associated resources Internal audit often

provides insights into other assurance and risk management activities

across the organization to provide a broader perspective on assur

ance over key risks across the organization

Practice management initiatives Practice management refers to all

activities that internal audit undertakes to execute its mandate and

continuously improve as a leading assurance function This includes

scheduling and planning implementing audit software and technolo

gies training and development and hiringresourcing

Management requests Internal audit is frequently asked to support

management either in an advisory capacity or by providing assurance

in a traditional internal audit model to help respond to frauds quality

failures health and safety incidents mergers and acquisitions dives

titures and other situations that arise throughout the year that put

a strain on managements resources Before undertaking any action

on such management requests internal audit should consider the

relative risk of the issue and the impact on its audit plan to undertake

the request It is helpful for the Board to be aware of these activities

Whistieblower activity and potential management misconduct

Internal audit is often responsible for administering certain whistle

blower activities including receiving and escalating complaints to

the appropriate authority which includes the Board for more serious

accusations

Quality Assurance IIA Standards require external assessments of the

IA function to be conducted at least every five years and internal

reviews to be conducted at least annually They also require the CAE
to report on the results of quality assurance activities associated with

IA function to the Board
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Independence is a consideration in ensuring that the required information

gets reported to the board It is important to talk about independence

with the CAE letting her or him know that the Board should be informed

if they are ever placed in a position where senior management is attempt

ing to inappropriately influence what is being reported

17 How does Internal Audit determine what risk

and control issues should be reported to the
Board
Judgment Is required in order to determine whether a risk exposure

or control issue is significant enough to warrant highlighting at the

Board level and this is why the establishment of criteria is criticaL

The Board should work with the CAE to establish criteria to provide

guidance on what the IA function should report to the Board As a start

ing point the criteria should comply with IIA Standards which state

that significant audit findings such as risk exposures and control issues

including fraud risks should be reported Judgment however is required

in order to determine whether a risk exposure or control issue is signifi

cant enough to warrant highlighting at the board level and this is why the

establishment of criteria is critical The following are three categories of

findingsdevelopments that are typically reported to the Board

t exceed

sk takma

Issues that relate to management fatlin

to report on an €nalthty to achteve

organizatiotlal per formance goals

Matters of organfzatKmat

0e havtoun resronsOi

to operate etc

froug ethical

rd $oelat lIcense
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Criteria for escalating audit issues should reflect the boards priorities and

preferences The board should be satisfied that internal audit applies the

framework consistently free from any influence or pressure from man
agement or external third parties

18 Effectively utilizing the incamera session Are
there any other matters that you wish to bring
to the Boards attention
The CAE must use professional Judgment to determine both what
and how to succinctly communicate sensitive information in the

incamera session This can also be a great opportunity to make sure

the Board has clearly understood matters of high importance

It is important to leave time in each Board meeting to give the CAE and

the internal audit team a forum ie an incamera session to discuss any

items that may not have been presented in the pre read materials or in

the meeting itself Sometimes issues arise within days of Board meetings

that warrant discussion in meetings There may also be certain items

that the CAE does not feel comfortable including in the formal meeting

materials If the agendas of the meetings get sidetracked delayed or

compressed this question serves as a nice reminder to address anything

that may have been skipped over This single question is a simple power
ful way for Board members to uncover learnings that may be between

the lines of an internal audit report
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Evaluation of the
IA Function

19 How should the Board evaluate the Internal

Audit function
IIA Standards require that Internal Audit departments undergo

an external quality assessment every five years

Boards should continually evaluate their internal audit functions in order

to enhance the department and to improve on its future performance

and this role should be included in the Audit Committee Charter In

addition to considering their own views the Boards assessment of inter

nal audit should take into account the perspectives of management the

business units that have been audited and also the CAE Recommended

practices to evaluate internal audit include

Board level metricsdevelop quantitative key performance metrics

for example audits per year annual audits per headcount time

spent on an audit versus budget etc to measure the IA functions

performance

Management evaluationobtain managements views on IAs perfor

mance for example does IA understand the business does IA have

the necessary skills and experience to provide value added advice

to the business were audit results appropriately communicated to

management were audit recommendations practical
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Internal Audit selfassessmentensure that your CAE is monitor

ing quality within the department for example are audit working

papers reviewed are internal quality reviews of audit engagements

performed are client satisfaction surveys obtained

Results from external quality assessmentsIIA Standards require

that Internal Audit departments undergo an external quality assess

ment every five years Boards can gain valuable insights from these

reviews about the performance of their IA departments including

an independent assessment that their IA function is complying with

globally recognized standards comparison of performance to that of

peer organizations assessment of reporting structurepeopleskills

review whether IAs processes and practices are aligned with what

the Board expects

Results from client surveysInternal Audit functions should conduct

surveys of the business units that are audited after every engagement

Results from these surveys can not only assist the Board in assess

ing internal audits performance but can also serve as the basis for

improving the future effectiveness of the department for example

were findings and recommendations appropriate andor value add
were reports well writtenorganized and easy to understand was

communication coordinated

20 Is Internal Audit continually following industry
leading practices
Your Internal Audit department should be as dynamic and nimble

as your organization and should always be looking for high value

continuous improvement opportunity

If your board is providing governance and oversight for significant

external andor internal change then the Internal Audit activities must

be equally agile Boards should be satisfied that internal auditors are

receiving timely and relevant training and education that will equip them

to provide their services in accordance with the applicable requirements

CAEs should be able to demonstrate to the Board that their teams skills

map to their mandate
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Further to maintaining or obtaining adequate skills board members

should ensure that Internal Audit understands and is integrating evolv

ing audit practices into its department Performance areas that boards

should examine within Internal Audit include

Promoting

quality

improvment
and

innovation

Leveraging

technology

Training

sourcing

right level

of talent

Delivering
cost

effective

services

Focusing
on critical

risks and
issues

Engaging
managing

stakeholder

relationship

Delivering
services

with a
service

oriented

team

Aligning
audit plan

with

stakeholder

expectations

Source PwC State of the Internal Audit Profession

Boards should inquire about how Internal Audit is instilling a forward

looking strategic plan to evolve the practices they follow
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Conclusion

Many internal audit functions have increased their profile within their orga
nization by evolving their capabilities to deliver greater strategic value with

the definition of value being defined by key stakeholders including the board

audit committee executive line management and other risk focused func

tions within the organization This evolution required an approach whereby

the scope of its assurance coverage is strongly aligned to the strategic objec

tives and considers the key risks that could inhibit their organizations success

The continuing ability to engage stakeholders to create a productive dialogue

produce intelligent findings and issue reports that are appropriate to their

intended audience is essential to the future success of any Internal Audit team

In conclusion Boards should encourage

Your CAE to design and manage its Internal Audit department to deliver

objective assurance as well as provide valuable recommendations that

help their organization to achieve strategic objectives while effectively and

efficiently addressing relevant risks

Your Internal Audit departments to be designed to be strategic agile

informed collaborative and capable Relationship management and

communication skills should carry equal weight to technical auditing

capabilities
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Where to Find More
Information

CPA Canada Publications on Governance

available at wwwcpacanadacagovernance

The Director Series

The 20 Questions Series

20 Questions Directors Should

an Effective Board

20 Questions Directors

20 Questions Directors

20 Questions Directors

20 Questions Directors

20 Questions Directors

20 Questions Directors

Should

Should

Should

Should

Should

Should

Ask about Building and Sustaining

Ask

Ask

Ask

Ask

Ask

Ask

about

about

about

about

about

about

Indemnification and Insurance 2nd ed
20 Questions Directors Should Ask about

2nd ed
20 Questions Directors Should Ask about

20 Questions Directors Should Ask about

20 Questions Directors Should Ask about

20 Questions Directors Should Ask about

20 Questions Directors Should Ask about

20 Questions Directors Should Ask about

Corporate Wrongdoing

20 Questions Directors Should Ask

and Compensation Committee

CEO Succession

Codes of Conduct 2nd ed
Crisis Management

Crown Corporation Governance

Director Compensation

Directors and Officers Liability

Executive Compensation

Governance Assessments

Governance Committees

Insolvency

Internal Audit 2nd ed
IT 2nd ed
Responding to Allegations of

about the Role of the Human Resources
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20 Questions Directors Should Ask about Special Committees 2nd ed
20 Questions Directors Should Ask about Strategy 3rd ed

Director Briefings

Board Oversight of Tax RiskQuestions for Directors to Ask

Controlled Companies BriefingQuestions for Directors to Ask

Diversity BriefingQuestions for Directors to Ask

Guidance for Directors Disclosure and CertificationWhats at Stake

Guidance for Managers Disclosure and CertificationWhats at Stake

Shareholder EngagementQuestions for Directors to Ask

Sustainability Environmental and Social Issues BriefingQuestions for

Directors to Ask

Frameworks
A Framework for Board Oversight of Enterprise Risk

Overseeing mergers and acquisitionsa framework for boards of directors

CFOs
Deciding to Go Public What CFOs Need to Know
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