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To reach more Ontarians, IPC
adds electronic delivery

last edition of Perspectives (Fall 1998)
included an insert on how you could be
added to the IPC’s new electronic mail-
ing list.

The IPC has also been contacting
various individuals and offices and a
number of these have also selected elec-

THE INFORMATION AND PRIVACY COMMIS-
sioner/Ontario, in order to reach more
Ontarians, has added an electronic de-
livery option.

This edition of IPC Perspectives is the
first IPC publication being delivered in
two formats, print and electronic. The

Commissioner Ann Cavoukian
with Brian Beamish, the IPC’s
new Director of Policy and
Compliance, and Larry Hebb
(right), Chairperson of the
Canadian Centre for Ethics
and Corporate Policy, prior to
the Commissioner’s February
speech on privacy and
e-commerce during the
CCECP’s spring luncheon
series.
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tronic delivery. As well as receiving
new publications faster, individuals on
the electronic delivery list will find it
much easier to pass copies along within
or outside the office.

The IPC publishes between 10 and
20 papers and reports each year, from
the Annual Report to Perspectives
(a twice-a-year newsletter) to policy
papers to a new publication series called
If you wanted to know… (for more on
this new series, see page 3).

Subscribers to the electronic mailing
list will receive IPC publications in PDF
(portable document format), a format
that is widely used. These files can be
read and printed using Adobe Acrobat
Reader software — free versions of
which are available for all major plat-

forms (including Windows and Macin-
tosh). The software can be downloaded
directly from Adobe at: http://
www.adobe.com/prodindex/acrobat/
readstep.html.

If you would like to be moved from
our regular mailing list to our elec-
tronic list, simply e-mail the following
information to publicat@ipc.on.ca:

Your name
Organization
Mailing address
E-mail address

If you have any questions or com-
ments about electronic delivery, please
contact the IPC’s Communications
Department at (416) 326-3333, or
1-800-387-0073.

To reach more
Ontarians, IPC
adds electronic
delivery
CONTINUED FROM PAGE 1

New numbering system
LATE IN 1998, THE IPC’S TRIBUNAL SERV-
ices Department introduced a new num-
bering system to help clients and IPC
staff quickly identify orders, appeals,
and complaints.

Here’s how the new system works.
Depending on the circumstances, the
new number is composed of either two
or three parts, separated by hyphens.
The two-part numbers include a prefix
and a number (e.g., MO-11018). The
three-part numbers include a prefix-
number-suffix (e.g., PO-15456-I).

The prefix indicates both:

• the jurisdiction (Provincial or Muni-
cipal);

• the type (Appeal, Complaint or
Order).

The number is a unique identifying
number for this particular item.

Some orders will have a suffix which
indicates the order is one of the
following:

• an Interim order;

• a Final order;

• a Reconsideration order.

The two examples cited are a muni-
cipal order and an interim provincial
order, respectively.

http://www.adobe.com/prodindex/acrobat/readstep.html
http://www.ipc.on.ca/web_site.eng/matters/Know/k-page.htm
http://www.ipc.on.ca/web_site.eng/matters/newslet/archive.htm
http://www.ipc.on.ca/web_site.eng/our_role/ann_reps/ann_reps.htm
http://www.ipc.on.ca/web_site.eng/matters/sum_pap/summary.htm
http://www.ipc.on.ca/web_site.eng/matters/sum_pap/summary.htm
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How to Fight SpamHow to Fight SpamHow to Fight SpamHow to Fight SpamHow to Fight Spam

Internet direct marketing), and the editorial boards of
prominent newspapers, to Bill Gates, chairman and
CEO of Microsoft.

In a recent column, Gates said spam (or UCE,
unsolicited commercial e-mail) wasted people’s time,
which “strikes me as the height of rudeness…. That’s
what makes electronic junk mail and e-mail hoaxes so
maddening. The “free” distribution of unwelcome or
misleading messages to thousands of people is an
annoying and sometimes destructive use of the
Internet’s unprecedented efficiency.”

Gates, whose own company offers regular e-mail
mailings to customers and potential customers, is
quick to point out that mass mailings of e-mails of a
commercial nature are legitimate if the recipients
invited the communication by signing up for “news”
on certain topics or for offers of a particular kind.

Choice is what it’s all about — privacy revolves
around one’s ability to make choices relating to the
uses of one’s personal information (in this case, the use
of your e-mail address). Spam, however, rarely in-
volves choice — it is unsolicited and usually unwel-
come commercial e-mail. Even more infuriating is that
most “spammers” ignore requests from individuals to
be dropped from their mailing lists.

Reining in Spam
Here are some steps that you can take to reduce the
flow of spam:

• Before registering at a Web site, check its privacy
policy to see if and how the company plans to use

What did you get in your e-mail today?
Mixed in with messages from friends or business

associates, many people receive numerous unsolicited
sales pitches or marketing promotions, some of which
are connected to elaborate cons or X-rated services.

Depending on who in the family gets to the com-
puter first, some of this spam — as junk e-mail is
known — may also have been read by children.

And, in effect, you have helped pay for material you
didn’t want sent to you. When someone wants to send
thousands of commercial messages by regular or
“snail” mail, he or she has to pay for the paper, the
envelopes and either the stamps or a commercial
delivery service. When sending messages by e-mail,
virtually all the cost is borne by the recipients, through
their hourly or monthly Internet connection fee, and
by the Internet companies that handle this spam.

The Information and Privacy Commissioner/
Ontario has received a number of queries about how
to block spam. While it is quite difficult to block out
every piece of junk e-mail without eliminating some
of the e-mail you actually may want to read, there are
several measures you can take to significantly reduce
the volume.

First, let’s look at the overall problem.

The Problem

Spam has become such an issue that it has attracted
critical comment from divergent sources ranging from
leading Canadian Internet providers, the U.S. Federal
Trade Commission (which held hearings last year into
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… Read on …
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IPC creates new series
THE INFORMATION AND PRIVACY COMMIS-
sioner/Ontario has launched a new se-
ries of publications, entitled If you
wanted to know…, that focuses on
contemporary issues that people are
asking a lot of questions about, many of
them related to the Internet. Three
papers have been released since the
series was launched several months ago.
These include:

• How to Fight
Spam. Spam is
unsolicited com-
mercial e-mail,
some of which is
connected to
elaborate cons or
X-rated services.
Depending on
who in the fam-
ily gets to the
computer first,
this unsolicited
e-mail may be
read by children.
The IPC paper
briefly outlines
the problem,
then cites practi-
cal steps that can
be taken to reduce the flow of spam.

• What to do about Cookies. A cookie is
a small text file used as an informa-
tion-gathering software tool. A cookie
is planted and stored on your compu-
ter’s hard drive by a Web site when
you first visit. The cookie lies dor-
mant until you visit that particular
Web site again — when the contents
of the cookie (including where you
went on that site during your previ-
ous visit) are passed from your com-
puter to the Web page’s server. The
paper explains how you can reduce

the number of electronic tracks you
leave behind you on the Web.

• Why Web sites need Privacy Policies.
Recent polls show that the public is
apprehensive about how the personal
information that many Web sites col-
lect from visitors will ultimately be
used. The paper explains how a
prominently posted privacy policy

can benefit both
the organization/
company that cre-
ated the site and
potential visitors
— a number of
which are more
likely to enter sites
when they know
how their personal
information will
be used. The pa-
per leads organi-
zations/companies
through a review
of what type of
personal informa-
tion they currently
collect (or are con-
sidering collecting
on a new Web site)

— and whether all of this informa-
tion really needs to be collected —
and explains how to build a privacy
policy.

All three publications are posted on
the IPC’s Web site (www.ipc.on.ca).
Go to the second page of the Web site,
click on Access and Privacy Matters,
then on If you wanted to know….

If you do not have access to the Web
and would like a printed copy of one or
more these publications, just call the
Communications Department at: (416)
326-3333 or 1-800-387-0073.

http://www.ipc.on.ca/web_site.eng/matters/Know/spam.pdf
http://www.ipc.on.ca/web_site.eng/matters/Know/web-priv.pdf
http://www.ipc.on.ca/web_site.eng/matters/Know/cookies.pdf
http://www.ipc.on.ca
http://www.ipc.on.ca/web_site.eng/matters/Know/k-page.htm
http://www.ipc.on.ca/web_site.eng/matters/Know/k-page.htm
http://www.ipc.on.ca/web_site.eng/matters/Know/spam.pdf
http://www.ipc.on.ca/web_site.eng/matters/m-page.htm
http://www.ipc.on.ca/web_site.eng/matters/Know/k-page.htm
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IPC launching school program

THE ONTARIO INFORMATION AND PRIVACY

Commissioner has a very active
Outreach program to help increase
public understanding of issues related
to two of the key rights every Ontarian
has: access to government information
and protection of personal privacy.

The Tribunal Services Department of
the IPC has recently been focusing on
one particular segment of the Outreach
program, targeting elementary and high
school students. The Schools Educa-
tion Program is currently in the final
design stages, and will be piloted in
various classrooms later this spring.

The program, Ask an Expert, is aimed
at Grades 5 and 10. These two grades
were carefully chosen because this is
when the concepts of government and
civics are introduced in the classroom.
We feel it is important that children
begin to learn about the values of open
government and privacy protection in
the context of other related and rel-
evant studies.

With considerable help from curricu-
lum specialists and classroom teachers,
we have developed teachers kits, which

will help teachers prepare classes be-
fore an IPC speaker arrives. The kits
also include follow-up exercises that
can be used to reinforce our key mes-
sages. The presentations by Tribunal
Services Department staff are designed
to be interactive, and our goal is to
leave children with a basic understand-
ing of why personal privacy and open
government are important to both
themselves and to society.

We feel strongly that if these impor-
tant concepts are introduced at an early
and appropriate stage in a child’s edu-
cation, they will be instilled for life. As
children mature, we hope that the basic
values they have learned in the “Schools
Education Program” will become in-
creasingly more relevant and impor-
tant.

The IPC will fine-tune Ask an Expert
over the spring and summer months,
and expand it more fully during the
1999-2000 school year.

If you would like more information
on Ask an Expert, please contact the
IPC’s Communications Department at
(416) 326-3333 or 1-800-387-0073.

Subject Index format changed
TO MAKE THE SUBJECT INDEX EVEN MORE

useful, the IPC is replacing the twice-a-
year printed version with a weekly up-
date that will be posted to the IPC’s
Web site.

The Subject Index being mailed with
this edition of Perspectives is the final
copy that is being mailed out en masse.
The weekly updates will start in May.

Each week, the electronic listing on the
IPC’s Web site (www.ipc.on.ca) will be
updated.

Throughout the year, anyone who
does not have access to the Web but
would like the latest version of the
Subject Index just has to call the IPC’s
Communications Department at (416)
326-3333. The latest available edition
will be printed and mailed to you.

http://www.ipc.on.ca/web_site.eng/locating/l-page.htm#Subject
http://www.ipc.on.ca/web_site.eng/locating/l-page.htm#Subject
http://www.ipc.on.ca/web_site.eng/locating/l-page.htm#Subject
http://www.ipc.on.ca
http://www.ipc.on.ca/web_site.eng/locating/l-page.htm#Subject
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“Summaries” is a
regular column
highlighting
significant orders
and privacy
investigations.

CONTINUED ON PAGE 6

Summaries
R-9800015
In this order, the IPC reconsidered its
Order P-1538.

The appeal stemmed from a decision
of the Ministry of the Attorney General
to grant partial access to correspond-
ence received by the Ministry from
several organizations requesting that
the Ministry take action against the
activities of the organization repre-
sented by the appellant. The corre-
spondence, and the subsequent inter-
nal Ministry responses, contain the
names and titles of the individuals who
wrote the letters on behalf of each
organization, the dates of each letter,
and the business address, telephone,
and facsimile numbers for each organi-
zation.

After an extensive review of past or-
ders, court decisions and related fed-
eral legislation, the IPC found that the
names of the individuals who wrote the
letters relate to them only in their ca-
pacities as officials with the organiza-
tions which employ them. The IPC
concluded that their involvement in
the issues addressed in the correspond-
ence with the Ministry is not personal
to them but, rather, relates to their
employment or association with the
organizations whose interests they are
representing.

The IPC found that this information
is not personal in nature but may be

more appropriately described as being
related to the employment or profes-
sional responsibilities of each of the
individuals who are identified therein.
Essentially, the information is not about
these individuals and, therefore, does
not qualify as their “personal informa-
tion” within the meaning of the open-
ing words of the definition.

In order for an organization, public
or private, to give voice to its views on
a subject of interest to it, individuals
must be given responsibility for speak-
ing on its behalf. The individuals ex-
pressing the position of an organiza-
tion act simply as a conduit between the
intended recipient of the communica-
tion and the organization which they
represent. The voice is that of the or-
ganization, expressed through its
spokesperson, rather than that of the
individual delivering the message.

Interim Order MO-1168-I
This interim order dealt with a claim by
the Kawartha Pine Ridge District School
Board that a request made by an unsuc-
cessful bidder for records regarding
consulting services was frivolous and
vexatious.

The Board raised this claim after
learning the unsuccessful bidder had
appealed its decision not to grant ac-
cess. The Board did not advise the
appellant directly that it intended to

Q & A
Q. What qualifies as personal informa-
tion?
A. Personal information is defined in
the Freedom of Information and Protec-

tion of Privacy Act and the Municipal
Freedom of Information and Protection
of Privacy Act as “any recorded infor-
mation about an identifiable indi-
vidual.”

Q & A is a regular
column featuring
topical questions
directed to the IPC.

http://www.ipc.on.ca/web_site.eng/locating/Recon/R-980015.htm
http://www.ipc.on.ca/web_site.eng/locating/ORDERS-P/P-1538.htm
http://www.ipc.on.ca/web_site.eng/locating/ORDERS-M/MO-1168-I.htm
http://www.ipc.on.ca/web_site.eng/acts/a-page.htm#FIPPA
http://www.ipc.on.ca/web_site.eng/acts/a-page.htm#FIPPA
http://www.ipc.on.ca/web_site.eng/acts/a-page.htm#MFIPPA
http://www.ipc.on.ca/web_site.eng/acts/a-page.htm#MFIPPA
http://www.ipc.on.ca/web_site.eng/acts/a-page.htm#MFIPPA
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Summaries
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deny access to the records on this basis
in accordance with section 20.1(1) of
the Act, but notified the Commission-
er’s office of its intention. In addressing
this procedural deficiency, the IPC
found that the appellant was not preju-
diced by the lack of notice from the
Board as any deficiency was rectified by
the Commissioner’s office at an early
stage in the appeals process. However,
the IPC stated that had the Board raised
this issue later in the process, the claim
may have been disallowed.

The Board based its arguments under
both sections 5.1(a) and (b) on the
following: alleged wrongful acts of the
appellant; the appellant had already
been given the reasons for the Board’s
decision; the appellant was seeking ac-
cess to information to use it either to

discredit the Board or to make a claim
against it.

The IPC found that the appellant had
only submitted one, clearly articulated
request to the Board. The IPC also
found that the Board’s reasons relate to
activities of the appellant that are com-
pletely unrelated to the appellant’s at-
tempts to gain access under the Act.
Therefore, the appellant’s actions in
filing the access request did not amount
to a “pattern of conduct.” The IPC
found further that, even though the
appellant’s eventual use of the infor-
mation may be against the Board’s in-
terest, the appellant’s reasons for seek-
ing access were genuine. Therefore, the
request was neither made in “bad faith”
nor for a purpose other than to obtain
access.

Our new management team
By Ann Cavoukian, Ph.D., Information and Privacy Commissioner

AS PART OF OUR ONGOING REVIEW OF IPC

operations and structures, we have been
examining our senior management
structure and have made a number of
significant changes. Our new system is
now in place and I am very pleased to
announce our new management team.

The three members of the new execu-
tive are Assistant Commissioner Tom
Mitchinson, who is responsible for Tri-
bunal Services; Ken Anderson, Direc-
tor of Corporate Services and General
Counsel; and Brian Beamish, Director
of Policy and Compliance.

Also joining the management team is
my new executive assistant, Greg
Keeling.

Many of you may know Tom and
Ken — they are long-time members of
the IPC and are invaluable. Brian and
Greg both joined the IPC recently. Brian
came to the IPC from the Ministry of
Solicitor General and Correctional Serv-
ices, where he was a Senior Policy
Advisor. Greg comes to us from Man-
agement Board Secretariat, where he
was a Senior Analyst.
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